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QUESTION 1

A newly joined network administrator wants to assess the organization against possible risk. He notices the organization
doesn\\'t have a __________ identified which helps measure how risky an activity is. 

A. Risk Severity 

B. Risk Matrix 

C. Risk levels 

D. Key Risk Indicator 

Correct Answer: B 

 

QUESTION 2

Katie has implemented the RAID level that splits data into blocks and evenly writes the data to multiple hard drives but
does not provide data redundancy. This type of RAID level requires a minimum of __________ in order to setup. 

A. Two drives 

B. Three drives 

C. Six drives 

D. Four drives 

Correct Answer: A 

 

QUESTION 3

Which of the following is a class of attacks to break through, which depends on a greater probability of collisions
between random attack was detected, and try to fixed rate permutations? 

A. Dictionary attack 

B. None 

C. birthday attack 

D. phishing attack 

E. replay attack 

Correct Answer: C 

 

QUESTION 4
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Which of the following statements are TRUE about Demilitarized zone (DMZ)? Each correct answer represents a
complete solution. Choose all that apply. 

A. In a DMZ configuration, most computers on the LAN run behind a firewall connected to a public network like the
Internet. 

B. Demilitarized zone is a physical or logical sub-network that contains and exposes external services of an organization
to a larger un-trusted network. 

C. The purpose of a DMZ is to add an additional layer of security to the Local Area Network of an organization. 

D. Hosts in the DMZ have full connectivity to specific hosts in the internal network. 

Correct Answer: BCA 

A demilitarized zone (DMZ) is a physical or logical subnetwork that contains and exposes external services of an
organization to a larger network, usually the Internet. The purpose of a DMZ is to add an additional layer of security to
an organization\\'s Local Area Network (LAN); an external attacker only has access to equipment in the DMZ, rather
than the whole of the network. Hosts in the DMZ have limited connectivity to specific hosts in the internal network,
though communication with other hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ
to provide services to both the internal and external networks, while an intervening firewall controls the traffic between
the DMZ servers and the internal network clients. In a DMZ configuration, most computers on the LAN run behind a
firewall connected to a public network such as the Internet. 

 

QUESTION 5

Which of the following is the best known Windows tool for finding open wireless access points? 

A. Netcat 

B. Dsniff 

C. Snort 

D. Netstumbler 

Correct Answer: D 
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