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QUESTION 1

Which of the following tools is an open source network intrusion prevention and detection system that works network
sniffer and record the operation of the network, which is coordinated pre-signatures? 

A. dsniff 

B. kismet 

C. None 

D. KisMAC 

E. bridle 

Correct Answer: E 

 

QUESTION 2

Which of the following is true regarding any attack surface? 

A. Decrease in vulnerabilities decreases the attack surface 

B. Increase in vulnerabilities decreases the attack surface 

C. Decrease in risk exposures increases the attack surface 

D. Decrease in vulnerabilities increases the attack surface 

Correct Answer: A 

 

QUESTION 3

Nancy is working as a network administrator for a small company. Management wants to implement a RAID storage for
their organization. They want to use the appropriate RAID level for their backup plan that will satisfy the following
requirements: 

1.

 It has a parity check to store all the information about the data in multiple drives 

2.

 Help reconstruct the data during downtime. 

3.

 Process the data at a good speed. 

4.
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 Should not be expensive. 

The management team asks Nancy to research and suggest the appropriate RAID level that best suits their
requirements. What RAID level will she suggest? 

A. RAID 3. 

B. RAID 1 

C. RAID 0 

D. RAID 10 

Correct Answer: A 

 

QUESTION 4

Steven is a Linux system administrator at an IT company. He wants to disable unnecessary services in the system,
which can be exploited by the attackers. Which among the following is the correct syntax for disabling a service? 

A. $ sudo system-ctl disable [service] 

B. $ sudo systemctl disable [service] 

C. $ sudo system.ctl disable [service] 

D. $ sudo system ctl disable [service] 

Correct Answer: B 

 

QUESTION 5

A war dialer is a tool that is used to scan thousands of telephone numbers to detect vulnerable modems. It provides an
attacker unauthorized access to a computer. Which of the following tools can an attacker use to perform war dialing?
Each correct answer represents a complete solution. Choose all that apply. 

A. ToneLoc 

B. Wingate 

C. THC-Scan 

D. NetStumbler 

Correct Answer: CA 

THC-Scan and ToneLoc are tools used for war dialing. A war dialer is a tool that is used to scan thousands of telephone
numbers to detect vulnerable modems. It provides the attacker unauthorized access to a computer. Answer option D is
incorrect. NetStumbler is a Windows-based tool that is used for the detection of wireless LANs using the IEEE 802.11a,
802.11b, and 802.11g standards. It detects wireless networks and marks their relative position with a GPS. It uses an 

802.11 Probe Request 
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that has been sent to the broadcast destination address. 

Answer option B is incorrect. Wingate is a proxy server. 
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