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QUESTION 1

Which of the following represents a network that connects two or more LANs in the same geographical area? 

A. PAN 

B. WAN 

C. MAN 

D. SAN 

Correct Answer: C 

 

QUESTION 2

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows: 

,,It is a Linux-based WLAN WEP cracking tool that recovers encryption keys. It operates by passively monitoring
transmissions. It uses Ciphertext Only Attack and captures approximately 5 to 10 million packets to decrypt the WEP
keys." 

Which of the following tools is John using to crack the wireless encryption keys? 

A. PsPasswd 

B. Kismet 

C. AirSnort 

D. Cain 

Correct Answer: C 

AirSnort is a Linux-based WLAN WEP cracking tool that recovers encryption keys. AirSnort operates by passively
monitoring transmissions. It uses Ciphertext Only Attack and captures approximately 5 to 10 million packets to decrypt
the WEP keys. Answer option B is incorrect. Kismet is a Linux-based 802.11 wireless network sniffer and intrusion
detection system. It can work with any wireless card that supports raw monitoring (rfmon) mode. Kismet can sniff
802.11b, 802.11a, 802.11g, and 802.11n traffic. Kismet can be used for the following tasks: To identify networks by
passively collecting packets To detect standard named networks To detect masked networks To collect the presence of
non-beaconing networks via data traffic Answer option D is incorrect. Cain is a multipurpose tool that can be used to
perform many tasks such as Windows password cracking, Windows enumeration, and VoIP session sniffing. This
password cracking program can perform the following types of password cracking attacks: Dictionary attack Brute force
attack Rainbow attack Hybrid attack Answer option A is incorrect. PsPasswd is a tool that helps Network Administrators
change an account password on the local or remote system. The command syntax of PsPasswd is as follows:
pspasswd [\\computer[,computer[,..] | @file [-u user [-p psswd]] Username [NewPassword] 
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QUESTION 3

Attacks are classified into which of the following? Each correct answer represents a complete solution. Choose all that
apply. 

A. Active attack 

B. Session hijacking 

C. Passive attack 

D. Replay attack 

Correct Answer: AC 

An attack is an action against an information system or network that attempts to violate the system\\'s security policy.
Attacks can be broadly classified as being either active or passive. 

1.Active attacks modify the target system or message, i.e. they violate the integrity of the system or message. 

2.Passive attacks violate confidentiality without affecting the state of the system. An example of such an attack is the
electronic eavesdropping on network transmissions to release message contents or to gather unprotected passwords. 

Answer options B and D are incorrect. Session hijacking and replay attacks come under the category of active attacks. 

 

QUESTION 4

Albert works as a Windows system administrator at an MNC. He uses PowerShell logging to identify any suspicious
scripting activity across the network. He wants to record pipeline execution details as PowerShell executes, including
variable initialization and command invocations. Which PowerShell logging component records pipeline execution
details as PowerShell executes? 

A. Module logging 

B. Script block logging 

C. Event logging 

D. Transcript logging 

Correct Answer: A 
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QUESTION 5

Which among the following filter is used to detect a SYN/FIN attack? 

A. tcp.flags==0x002 

B. tcp.flags==0x004 

C. tcp.flags==0x003 

D. tcp.flags==0x001 

Correct Answer: D 
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