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QUESTION 1

What is the purpose of the program snort-stat?

A. It displays statistics from the running Snort process.

B. It returns the status of all configured network devices.

C. It reports whether the Snort process is still running and processing packets.

D. It displays the status of all Snort processes.

E. It reads syslog files containing Snort information and generates port scan statistics.

Correct Answer: E

QUESTION 2

Which of the following are differences between AppArmor and SELinux? (Choose TWO correct answers).

A. AppArmor is implemented in user space only. SELinux is a Linux Kernel Module.

B. AppArmor is less complex and easier to configure than SELinux.

C. AppArmor neither requires nor allows any specific configuration. SELinux must always be manually configured.

D. SELinux stores information in extended file attributes. AppArmor does not maintain file specific information and
states.

E. The SELinux configuration is loaded at boot time and cannot be changed later on AppArmor provides user space
tools to change its behavior.

Correct Answer: BD

QUESTION 3

Which of the following openssl commands generates a certificate signing request (CSR) using the already existing
private key contained in the file privatejkeypair.pem?

A. openssl req -key private/keypair.pem -out reg/csr.pem

B. openssl req - new -key private/keypair.pem -out reg/csr.pem

C. openssl gencsr -key private/keypair.pem -out req.csr.pem

D. openssl gencsr -new- key private/keypair.pem -out req.csr.pem

Correct Answer: B
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QUESTION 4

What is the purpose of IP sets?

A. They group together IP addresses that are assigned to the same network interfaces.

B. They group together IP addresses and networks that can be referenced by the network routing table.
C. They group together IP addresses that can be referenced by netfilter rules.

D. They group together IP and MAC addresses used by the neighbors on the local network.

E. They group together IP addresses and user names that can be referenced from /etc/hosts allow and / etc/hosts
deny.

Correct Answer: C

QUESTION 5

Which of the following statements is true about chroot environments?

A. Symbolic links to data outside the chroot path are followed, making files and directories accessible.

B. Hard links to files outside the chroot path are not followed, to increase security.

C. The chroot path needs to contain all data required by the programs running in the chroot environment.

D. Programs are not able to set a chroot path by using a function call, they have to use the command chroot.

E. When using the command chroot, the started command is running in its own namespace and cannot communicate
with other processes.

Correct Answer: C
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