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QUESTION 1

Which of the following methods can be used to deactivate a rule in Snort? (Choose TWO correct answers.)

A. By placing a # in front of the rule and restarting Snort.

B. By placing a pass rule in local.rules and restarting Snort.

C. By deleting the rule and waiting for Snort to reload its rules files automatically.

D. By adding a pass rule to /etc/snort/rules.deactivated and waiting for Snort to reload its rules files automatically.

Correct Answer: BC

QUESTION 2

Which of the following statements is true about chroot environments?

A. Symbolic links to data outside the chroot path are followed, making files and directories accessible.

B. Hard links to files outside the chroot path are not followed, to increase security.

C. The chroot path needs to contain all data required by the programs running in the chroot environment.

D. Programs are not able to set a chroot path by using a function call, they have to use the command chroot.

E. When using the command chroot, the started command is running in its own namespace and cannot communicate
with other processes.

Correct Answer: C

QUESTION 3

Which of the following commands adds users using SSSD\\'s local service?
A. sss_adduser

B. sss_useradd

C. sss_add

D. sss-addlocaluser

E. sss_local_adduser

Correct Answer: B

QUESTION 4
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Which of the following statements is true regarding eCryptfs?
A. For every file in an eCryptfs directory there exists a corresponding file that contains the encrypted content.

B. The content of all files in an eCryptfs directory is stored in an archive file similar to a tar file with an additional index to
improve performance.

C. After unmounting an eCryptfs directory, the directory hierarchy and the original file names are still visible, although, it
is not possible to view the contents of the files.

D. When a user changes his login password, the contents of his eCryptfs home directory has to be re-encrypted using
his new login password.

E. eCryptfs cannot be used to encrypt only directories that are the home directory of a regular Linux user.

Correct Answer: E

QUESTION 5

Which command revokes ACL-based write access for groups and named users on the file afile?
A. setfacl -x group: * : rx, user:*: rx afile

B. setfacl -x mask: : rx afile

C. setfacl ~m mask: : rx afile

D. setfacl ~m group: * : rx, user:*: rx afile

Correct Answer: C
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