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QUESTION 1

Which element ensures that PKI is used to establish the identity of IoT devices? 

A. unique device identifier 

B. encryption key 

C. air gap 

D. hashed routes 

Correct Answer: A 

 

QUESTION 2

Which two states are applications expected to be seen in when they are managed on Cisco IOx? (Choose two.) 

A. DEACTIVATED 

B. ACTIVATED 

C. ALLOWED 

D. STOPPED 

E. VALIDATED 

Correct Answer: BD 

 

QUESTION 3
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Refer to the exhibit. Approximately 4000 oil platforms, each with 400 sensors, are spread in the Gulf of Mexico and all of
their data must come together into one dashboard. Which general architecture should be selected to connect them? 

A. 4-tier: sensor ?edge device (Intel Atom CPU) ?fog device (Intel Xeon CPU) ?cloud 

B. 5-tier: intelligent sensor?edge device (Intel Atom CPU) ?fog device (Intel Xeon CPU) ?edge data center (Intel Xeon
CPU) 

C. 2-tier: intelligent sensor ?cloud 

D. 3-tier: sensor ?edge device (Intel Atom CPU) ?cloud 

Correct Answer: B 

Reference: https://www.itu.int/en/ITU-D/Regional-
Presence/Africa/Documents/Internet%20of%20Things%20-%20Cisco%27s%20Vision%20and%20Approach.pdf 

 

QUESTION 4

Which method defines the integration of Cisco Industrial Network Director with the Cisco identity Service Engine? 

A. Cisco IND integrates with ISE via Cisco Strealthwatch services. 

B. Cisco IND integrates with ISE using RADIUS services. 

C. Cisco IND is registered with pxGrid on ISE as a publisher. 

D. Cisco IND pulls the profiling information from ISE. 
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Correct Answer: C 

 

QUESTION 5

After an application is deployed, potential issues arise around connectivity. As part of the troubleshooting process, the
IP address must be determined to ensure end-to-end communication. 

Which method provides the required details using the Cisco IOx CLI? 

A. ioxclient application status  

B. ioxclient application metrics  

C. ioxclient application getconfig  

D. ioxclient application info  

Correct Answer: D 
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