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QUESTION 1

What are two capabilities of Cisco Firepower Management Center eStreamer? (Choose two.)
A. eStreamer is used to get sources for intelligence services.

B. eStreamer is used to send malware event data.

C. eStreamer is used to get a list of access control policies.

D. eStreamer is used to send policy data.

E. eStreamer is used to send intrusion event data.

Correct Answer: BE

QUESTION 2

Which request searches for a process window in Cisco ThreatGRID that contains the word "secret"?
A. /api/v2/search/submissions?term=processwindowandtitie=secret

B. /api/v2/search/submissions?term=processwindowandg=secret

C. /apilv2/search/submissions?term=windowandtitie=secret

D. /api/lv2/search/submissions?term=processandg=secret

Correct Answer: D

QUESTION 3

Which step is required by Cisco pxGrid providers to expose functionality to consumer applications that are written in
Python?

A. Look up the existing service using the /pxgrid/control/ServiceLookup endpoint.
B. Register the service using the /pxgrid/control/ServiceRegister endpoint.

C. Configure the service using the /pxgrid/ise/config/profiler endpoint.

D. Expose the service using the /pxgrid/ise/pubsub endpoint.

Correct Answer: D

QUESTION 4

DRAG DROP
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Drag and drop the items to complete the pxGrid script to retrieve all Adaptive Network Control policies. Assume that
username, password, and base URL are correct. Not all options are used.

Select and Place:

import base64

import json

import requests

USER = "admin"

PASS = "Cisco1234"

HEADERS = {"Content-Type": "application/json"}

URL = 'https://10.10.20.50:8910/pxgrid/control/ d

b64_pass = base64.b64encode((USER + "' + PASS).encode()).decode()

HEADERS[ Authorization’] = 'Bearer +b64_pass

request = requests. (url=URL, headers=HEADERS)
getPolicies adaptive getControl
control post get

Correct Answer:
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import base64
import json
import requests
USER = "admin"

PASS = "Cisco1234"

HEADERS = {"Content-Type": "application/json"}

URL = 'https://10.10.20.50:8910/pxgrid/control/

HEADERS[ Authorization’] = 'Bearer +b64_pass

getPolicies

request = requests. get

b64_pass = base64.b64encode((USER + "' + PASS).encode()).decode()

(url=URL, headers=HEADERS)

adaptive

getControl

control

post

Reference: https://developer.cisco.com/docs/pxgrid/#!retreiving-all-anc-polices/java-sample-code

QUESTION 5

Which API is used to query if the domain "example.com" has been flagged as malicious by the Cisco Security Labs

team?

A. https://s-platform.api.opendns.com/1.0/events?example.com

B. https://investigate.api.umbrella.com/domains/categorization/example.com

C. https://investigate.api.umbrella.com/domains/volume/example.com

D. https://s-platform.api.opendns.com/1.0/domains?example.com

Correct Answer: B
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