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QUESTION 1

Which header set should be sent with all API calls to the Cisco Stealthwatch Cloud API?

A- Content-Type: application/json
Accept: application/json
Authorization: Bearer <api_key>

Content-Type: application/json

Accept: application/json

Authorization: ApiKey <username=:<api_key=
C. Content-Type: application/json

Accept: application/json

Authorization: Basic <api_key=

D Content-Type: application/json
Accept: application/json
Authorization: <username=:<api_key>

A. Option A

B. Option B

C. Option C

D. Option D

Correct Answer: B

QUESTION 2

DRAG DROP
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def guery(config, secret, url, payload):
print ('query url="' + url)
print (' request=' + payload)
handler = urllib.request.HTTPSHandler (context=config.get_ssl context())

opener = urllib.request.build opener (handler)

rest_request = urllib.request.Request (url=url, data=str.encode (payload))
rest_request.add header('Content-Type', 'application/json')

rest_request.add header('Accept', 'application/json')

b64 = baset4.bbdencode((config.get node name() + ':' + secret).encode()) .decode()

rest_request.add header ('Authorization', 'Basic ' + b64)
rest response = opener.open(rest request)

prinE(' response status=' + str(;e5t_response.getcode()))
print (' response content=' + rest response.read().decode())

Refer to the exhibit. A Python function named "query" has been developed, and will be used to query the service
"com.cisco.ise.session" via Cisco pxGrid 2.0 APIs.

Drag and drop the code to construct a Python call to the "query" function to identify the user groups that are associated
with the user "fred". Not all options are used.

Select and Place:

query ( | . '
| | - )
|“getﬂserGrcupByUserName", "fred" |[ url .
| '{ "userNama": "fred" }' | | secret |
Correct Answer:
query( | "getUserGroupByUserName", "fred" |« | secret .
[ url r [ '{ "userName": "fred" }°' |}
|
|
QUESTION 3

In Cisco AMP for Endpoints, which API queues to find the list of endpoints in the group "Finance Hosts," which has a
GUID of 6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03?

A. https://api.amp.cisco.com/v1l/endpoints?group[]=6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
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B. https://api.amp.cisco.com/v1l/computers?group_guid[]=6c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
C. https://api.amp.cisco.com/v1l/computers?group_guid-6c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
D. https://api.amp.cisco.com/v1/endpoints?group-6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03

Correct Answer: B

QUESTION 4

DRAG DROP Drag and drop the items to complete the curl request to the ThreatGRID API. The API call should request
the first 10 IP addresses that ThreatGRID saw samples communicate with during analysis, in the first two hours of
January 18th (UTC time), where those communications triggered a Behavior Indicator that had a confidence equal to or
higher than 75 and a severity equal to or higher than 95.

Select and Place:

curl -X GET "https://panacea.threatgrid. com/api/v2/ /
fips?limit=
&after= &before=
&confidence= &severity= i
95 D
01/18/2018 02:00:00 10
iocs feeds

01/18/2019 00:00:00

Correct Answer:
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curl -X GET "https:ﬁpanacea.threatgrid.com.-‘apifvzj’| iocs |;‘

| feeds |£ips?limit= | 10 |

&after=| 01/18/2018 02:00:00 | &before=|01/18/2019 00:00:00 |

&cunﬂdence=| 75 | &severity= | 95 I "

Reference: https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-
Integration-Setup-Guide

QUESTION 5

Which API capability is available on Cisco Firepower devices?
A. Firepower Management Center - Sockets API

B. Firepower Management Center - eStreamer API

C. Firepower Management Center - Camera API

D. Firepower Management Center - Host Output API

Correct Answer: B
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