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QUESTION 1

An administrator is designing a VPN with a partner\\'s non-Cisco VPN solution. The partner\\'s VPN device will negotiate
an IKEv2 tunnel that will only encrypt subnets 192.168.0.0/24 going to 10.0.0.0/24. Which technology must be used to
meet these requirements? 

A. VTI 

B. crypto map 

C. GETVPN 

D. DMVPN 

Correct Answer: B 

 

QUESTION 2

A Cisco IOS router is reconfigured to connect to an additional DMVPN hub that is a part of a different DMVPN phase 3
cloud. After this change was made, users begin to experience problems accessing corporate resources over both
tunnels. Before the additional tunnel was created, users could access resources over the first tunnel without any issues.
Both tunnels terminate on the same interface of the router and use the same IPsec proposals. Which two actions
resolve the issue without affecting spoke-to-spoke traffic in either DMVPN cloud? (Choose two.) 

A. Enable dead peer detection for both tunnels. 

B. Use the same shared IPsec profile for both tunnels. 

C. Configure the same NHRP network IDs for both tunnels. 

D. Specify the tunnel destination in each tunnel. 

E. Assign a unique tunnel key to each tunnel. 

Correct Answer: DE 

 

QUESTION 3

Which configuration allows a Cisco ASA to receive an IPsec connection from a peer with an unknown IP address? 

A. dynamic crypto map 

B. dynamic tunnel group 

C. dynamic AAA attributes 

D. dynamic access policy 

Correct Answer: A 
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QUESTION 4

An administrator is setting up Cisco AnyConnect on a Cisco ASA with the requirement that AnyConnect automatically
establishes a VPN when a company-owned laptop is connected to the internet outside of the corporate network. Which
configuration meets these requirements? 

A. SBL with user certificate authentication 

B. TND with machine certificate authentication 

C. SBL with machine certificate authentication 

D. TND with user certificate authentication 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. 

A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices. Based on the syslog
message, which action brings up the VPN tunnel? 

A. Reduce the maximum SA limit on the local Cisco ASA. 

B. Increase the maximum in-negotiation SA limit on the local Cisco ASA. 

C. Remove the maximum SA limit on the remote Cisco ASA. 

D. Correct the crypto access list on both Cisco ASA devices. 

Correct Answer: B 
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