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QUESTION 1

Which command automatically initiates a smart tunnel when a user logs in to the WebVPN portal page? 

A. auto-upgrade 

B. auto-connect 

C. auto-start 

D. auto-run 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config/webvpn-
configure-policy-group.html 

 

QUESTION 2

Refer to the exhibit. 
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Which VPN technology is allowed for users connecting to the Employee tunnel group? 

A. SSL AnyConnect 

B. IKEv2 AnyConnect 

C. crypto map 

D. clientless 

Correct Answer: D 

Since there is no vpn-tunnel-protocol defnied under the Employee tunnel-group this setting will be inherited from the
DfltGrpPolicy And only ss-clientless is allowed in DfltGrpPolicy. 

 

QUESTION 3

A network administrator deployed IKEv2 Cisco AnyConnect on a Cisco ASA. The current configuration tunnels all traffic
through the VPN. Users report poor performance with cloud-based applications, but no issues have been reported about
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connections to on-premises servers. Packet analysis on Cisco Webex traffic shows very few duplicate ACKs, high RTT,
and no IP fragments. Which action improves Webex performance for VPN users? 

A. Configure QoS on the outside interface of the ASA. 

B. Configure Cisco AnyConnect to use DTLS. 

C. Configure a dynamic split tunnel exclusion. 

D. Reduce the Cisco AnyConnect tunnel MTU. 

Correct Answer: C 

 

QUESTION 4

When deploying a site-to-site VPN, what must be used to minimize IP fragmentation? 

A. IKE version 1 

B. ISAKMP over UDP 500 

C. Dead Peer Detection 

D. Path MTU Discovery 

Correct Answer: D 

 

QUESTION 5

What is a requirement for smart tunnels to function properly? 

A. Java or ActiveX must be enabled on the client machine. 

B. Applications must be UDP. 

C. Stateful failover must not be configured. 

D. The user on the client machine must have admin access. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/111007-smart-tunnel-asa-00.html 
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