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QUESTION 1
DRAG DROP
Drag and drop the properties from the left onto the correct advanced web proxy setting descriptions on the right.

Select and Place:

Answer Area

maximum time (in seconds) that the web proxy keeps
In-Use Connection Timeout open a connection to a client or server after a transaction
has been completed and no further activity is detectad

maximum time (in seconds) that the web proxy waits for
Simultaneous Persistent Connections more data from an idle client or szrver when the current
transaction has not vet been completed

maximiun number of TCP sockets that the web proxy

Use Received Headers keeps open with servers

allows an upstream web proxy to identify clients by IP

Persistent Connection Timeout e

Correct Answer:

Answer Area

Persistent Connection Timeount

In-Use Connection Timeout

Simultaneous Persistent Connections

Use Received Headers

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_0100.html

QUESTION 2
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DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session
passes through the Cisco WSA.

Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel is established step 2

Client sends the session key, which is encrypted by

step 3

| using public key of the server certificate P
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 5

destination server to the client

Correct Answer:

Answer Area

Client sends a hello message to Cisco WSA

Client sends the session key, which is encrypted by
using public key of the server certificate

Encryption data channel is established

Cisco WSA replies with a proxied certificate of the
destination server to the client

Server replies with server certificate to Cisco WSA

QUESTION 3

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?
A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool
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D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277

QUESTION 4

Which type of FTP proxy does the Cisco WSA support?
A. non-native FTP

B. FTP over UDP tunneling

C. FTP over HTTP

D. hybrid FTP

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117984-ganda-wsa-00.html

QUESTION 5

Which IP address and port are used by default to run the system setup wizard?
A. http://192.168.42.42:80

B. https://192.168.42.42:8080

C. https://192.168.42.10:8443

D. http://192.168.43.42:8080

Correct Answer: B

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/hardware/x95_series/Sx95_GSG.pdf
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