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QUESTION 1

Which configuration mode does the Cisco WSA use to create an Active Directory realm for Kerberos authentication? 

A. Forward 

B. Connector 

C. Transparent 

D. Standard 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01001.html#con_1406137 

 

QUESTION 2

What is the default action when a new custom category is created and added to an access policy? 

A. monitor 

B. allow 

C. block 

D. decrypt 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01001.html 

 

QUESTION 3

Which action is a valid default for the Global Access Policy in the Application Visibility Control engine on the Cisco
WSA? 

A. bandwidth limit 

B. permit 

C. restrict 

D. monitor 

Correct Answer: D 

Reference: https://hrouhani.org/cisco-web-security-appliance-ironport/ 
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QUESTION 4

What is needed to enable an HTTPS proxy? 

A. self-signed server certificate 

B. trusted third-party CA signed root certificate 

C. self-signed CSR 

D. self-signed root certificate 

Correct Answer: C 

Reference: https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392 

 

QUESTION 5

Which statement about the SOCKS proxy is true? 

A. SOCKS is a general purpose proxy 

B. SOCKS operates on TCP port 80, 443, and 8334 

C. SOCKS is used only for traffic that is redirected through a firewall 

D. SOCKS is used for UDP traffic only 

Correct Answer: A 

Reference: http://www.jguru.com/faq/view.jsp?EID=227532 
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