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QUESTION 1

Which two log types does the Cisco WSA provide to troubleshoot Cisco data security and external data loss prevention
policies? (Choose two.) 

A. upload data 

B. data security 

C. default proxy 

D. data access 

E. external data 

Correct Answer: CE 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010011.html 

 

QUESTION 2

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on
WSA enabled? (Choose two.) 

A. allow 

B. monitor 

C. drop 

D. block 

E. redirect 

Correct Answer: BC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01011.html 

 

QUESTION 3

What is the primary benefit of using Cisco Advanced Web Security Reporting? 

A. ability to see the malicious activity of a user 

B. L4TM report with client-malware risk 

C. centralized and granular reporting 

D. access to a day report with historical data 
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Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-
appliance/datasheet_c78-729104.html 

 

QUESTION 4

Which statement about the SOCKS proxy is true? 

A. SOCKS is a general purpose proxy 

B. SOCKS operates on TCP port 80, 443, and 8334 

C. SOCKS is used only for traffic that is redirected through a firewall 

D. SOCKS is used for UDP traffic only 

Correct Answer: A 

Reference: http://www.jguru.com/faq/view.jsp?EID=227532 

 

QUESTION 5

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection? 

A. server 

B. client 

C. root 

D. wildcard 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html 
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