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QUESTION 1

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get
to the Internet in a Transparent proxy environment using WCCP. Which troubleshooting action must be taken on the CLI
to make sure that WCCP communication is not failing? 

A. Disable WCCP to see if the WCCP service is causing the issue 

B. Explicitly point the browser to the proxy 

C. Ping the WCCP device 

D. Check WCCP logs in debug mode 

Correct Answer: D 

 

QUESTION 2

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on
WSA enabled? (Choose two.) 

A. allow 

B. monitor 

C. drop 

D. block 

E. redirect 

Correct Answer: BC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01011.html 

 

QUESTION 3

Which two caching modes are available in the Cisco WSA? (Choose two.) 

A. active cache 

B. all cache 

C. aggressive cache 

D. safe cache 

E. no cache 

Correct Answer: CD 
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-5/user_guide/b_WSA_UserGuide_11_5_1/b_WS
A_UserGuide_11_5_1_chapter_0100.html#task_1214899 

 

QUESTION 4

Which statement about identification profile default settings on the Cisco WSA is true? 

A. Identification profiles do not require authentication 

B. Guest identification profile should be processed first 

C. Identification profiles can include only one user group 

D. AsyncOS processes identification profiles alphabetically 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_011001.html#con_1415970 

 

QUESTION 5

What causes authentication failures on a Cisco WSA when LDAP is used for authentication? 

A. when the passphrase contains only 5 characters 

B. when the passphrase contains characters that are not 7-bit ASCI 

C. when the passphrase contains one of following characters `@ # $ % ^\\' 

D. when the passphrase contains 50 characters 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_appendix_011001.html 
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