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QUESTION 1

A user browses to a company website that is categorized as "Business and Industry" and contains a Facebook post.
The user cannot see the Facebook post because the category "Social Networking" is blocked. Which configuration
allows the user to see the Facebook post? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-7/user_guide/b_WSA_UserGuide_11_7/b_WSA_
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UserGuide_11_7_chapter_01001.html 

 

QUESTION 2

An administrator wants to restrict file uploads to Facebook using the AVC feature. 

Under which two actions must the administrator apply this restriction to an access policy? (Choose two.) 

A. Monitor Facebook General 

B. Monitor Social Networking 

C. Monitor Facebook Photos and Videos 

D. Monitor Facebook Messages and Chat 

E. Monitor Facebook Application 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-
c78-741272.html 

 

QUESTION 3

DRAG DROP 

Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right. 

Select and Place: 

Correct Answer: 
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You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179 

 

QUESTION 4

Which configuration mode does the Cisco WSA use to create an Active Directory realm for Kerberos authentication? 

A. Forward 

B. Connector 

C. Transparent 

D. Standard 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01001.html#con_1406137 

 

QUESTION 5

Which information within Cisco Advanced Web Security Reporting is used to generate a report that lists visited
domains? 

A. URL categories 

B. web reputation 

C. websites 

D. application visibility 

Correct Answer: A 
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Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_6.pdf (39) 
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