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QUESTION 1

Refer to the exhibit.

Edit File Reputation and Analysis Settings

File Reputabion Filtenng: | # Enable File Reputation

File Anabyss: (70 | o pnabie File &nalysis

¥ Select Al Expand &ll '_n““ |

¥ Archived and campressed
b ¥ Configuration
¥ ¥ Database
¢ ¥ Document
# Email
¢ Epcoded and Enceypted
¢ ¥ Emecutables
¥ Microsoft Documents
b Miscelaneous

= Advarced Settings for File Reputsbon File Beputstion Seryer AMERICAS | cioud-5a, aMmp. 000 Com

&MP for Endpornts Console Integrabor (7 EEgiEter ApEhance wilh AMP for Endpor

551 Commurcsation for File Reputabon |
¥ i 3 e SSL (Port 443

useemama: [
Pasphrase: [
Setype Passphrace: r—
Ee‘ax Certificate vatidason for Turne! Prosy (7
Heartbeat Ioterval | [I57 manutes
Query Tmeout: | [[§ secords
Procassing Timaout rr“;ar:,,

File Reputation Clent ID; | 4cd198¢2-Tba5-4015-bb20-34ec4590a2 et
File Retrospective Suppress the verdet updite alets (7

Advanced Settings for File Analysis | *TvENOHT FETT

Mon Aug 12 18:57:58 2019 Warning: MID 0 reputation query failed for attachment ‘amp_watchdog txt’ with
error “Cloud query failed”

Mon Aug 12 18:57:58 2019 Info: Response received for file reputation query from [n/a]. File Name =
‘amp_watchdogt«t’, MID = 0, Disposition = UNSCANNABLE, Malware = None, Reputation Score = 0,
sna256 =, upload_action=2

Mon Aug 12 18:57:58 2019 Info: The attachment could not be scanned. File Name = ‘amp_watchdog .t
MID = 0, SHAZ56 =, Unscannable Category = Service Not Available, Unscannable Reason = File Reputation
szrvice not available

Mon Aug 12 18:58:55 2019 Warning: The File Reputation service is not reachable.

(Machine ESA._1.cisco.com) (SERVICE) = telnet cloud-sa.amp.cisco.com 443

Trying 52.21.117.50...
Connected to ec2-52-21-117-50.compute-1.amazonaws.coim.
Escape characteris "'.

An administrator has configured File Reputation and File Analysis on the Cisco ESA; however, is does not function as

expected. What must be configured on the Cisco ESA for this to function?

A. Upload the Root CA certificate for the File Reputation cloud to the Cisco ESA.
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B. Open port 443 on the firewall for the Cisco ESA to connect to the File Reputation cloud.
C. Restart the File Reputation service to force the scanning engine to connect to the File Reputation cloud.
D. Configure the Cisco ESA to use SSL for the connection to the File Reputation server.

Correct Answer: A

QUESTION 2

Refer to the exhibit.

Add Text Resource

Name: lemali_ta;u; ng

Type: | | Select Type... v
Anti-Virus Container Template

Anti-Virus Notification Template

Bounce and Encryption Failure Notification
DLP Notification Template

Disclaimer Template

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

™~y - - s -
Resource [ype o conlinue,

For improved security, an administrator wants to warn users about opening any links or attachments within an email.
How must the administrator configure an HTML-coded message at the top of an email body to create this warning?

A. Create a text resource type of Notification Template, change to code view to paste the HTML code into the text box,
then use this text resource inside a content filter.
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B. Create a text resource type of Disclaimer Template, change to code view to paste the HTML code into the text box,
then use this text resource inside a content filter.

C. Create a text resource type of Disclaimer Template, past the HTML code into the text box, then use this text resource
inside a content filter.

D. Create a text resource type of Notification Template, past the HTML code into the text box, then use this text
resource inside a content filter.

Correct Answer: B

QUESTION 3

A network engineer is editing the default DMARC verification profile on a Cisco ESA and must ensure that the
configured Message Action in the profile matches the policy in the DMARC record. What must be set to achieve this
result?

A. "Message Action when the Policy in DMARC Record is Reject" to Reject

B. "Message Action when the Policy in DMARC Record is None" to Quarantine

C. "Message Action when the Policy in DMARC Record is None" to No Action

D. "Message Action when the Policy in DMARC Record is Reject” to Quarantine

Correct Answer: A

QUESTION 4

An engineer is testing mail flow on a new Cisco ESA and notices that messages for domain abc.com are stuck in the
delivery queue. Upon further investigation, the engineer notices that the messages pending delivery are destined for
192.168.1.11, when they should instead be routed to 192.168.1.10.

What configuration change needed to address this issue?

A. Add an address list for domain abc.com.

B. Modify Destination Controls entry for the domain abc.com.

C. Modify the SMTP route for the domain and change the IP address to 192.168.1.10.

D. Modify the Routing Tables and add a route for IP address to 192.168.1.10.

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118136-gqanda-esa-00.html

QUESTION 5

Refer to the exhibit.
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TEST: if (forged-email-detection (“support”, 60)) { fed(“from”, “*); }

An engineer needs to change the existing Forged Email Detection message filter so that it references a newly created
dictionary named “Executives\\'. What should be done to accomplish this task?

A. Change "from" to "Executives".

B. Change "TEST" to "Executives".
C. Change "fed" to "Executives".

D. Change "support" to "Executives".

Correct Answer: D
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