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QUESTION 1
DRAG DROP
Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right.

Select and Place:

AsyncOS performs DMARC verification on the message. step 1
A listener configured on AsyncOS receives an SMTP aliki 2
connection. P
AsyncOS performs SPF and DKIM verification on sten 3
the message. P
AsyncOS fetches the DMARC record for the sender step 4

domain from the DNS.
Correct Answer:

A listener configured on AsyncOS receives an SMTP
connection.

AsyncOS performs SPF and DKIM verification on
the message.

AsyncOS fetches the DMARC record for the sender
domain from the DNS.

AsyncOS performs DMARC verification on the message.

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esall-1/user_guide/b_ESA Admin_Guide_11 1/b_ESA
_Admin_Guide_11 1 chapter_010101.html

QUESTION 2
When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?
A. 30 seconds
B. 90 seconds
C. 60 seconds

D. 120 seconds
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Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esal2-0/user_guide/b_ESA Admin_Guide_12 0/b_ESA
_Admin_Guide_chapter_01011.html

QUESTION 3

When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)
A. redirect

B. return

C. drop

D. delay

E. abandon

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esal2-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01110.html

QUESTION 4

Which components are required when encrypting SMTP with TLS on Cisco ESA when the sender requires TLS
verification?

A. self-signed certificate in PKCS#7 format

B. X.509 certificate and matching private key from a CA
C. self-signed certificate in PKCS#12 format

D. DER certificate and matching public key from a CA

Correct Answer: B

QUESTION 5

A network administrator is modifying an outgoing mail policy to enable domain protection for the organization. A DNS
entry is created that has the public key. Which two headers will be used as matching criteria in the outgoing mail policy?
(Choose two.)

A. message-ID

B. sender

C. URL reputation
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D. from

E. mail-from

Correct Answer: BD
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