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QUESTION 1

What is the deployment mode when two Cisco ISE nodes are configured in an environment? 

A. distributed 

B. active 

C. standalone 

D. standard 

Correct Answer: A 

 

QUESTION 2

Which profiling probe collects the user-agent string? 

A. DHCP 

B. AD 

C. HTTP 

D. NMAP 

Correct Answer: C 

 

 

QUESTION 3

A company is attempting to improve their BYOD policies and restrict access based on certain criteria 

The company\\'s subnets are organized by building. Which attribute should be used in order to gain access based on
location? 

A. static group assignment 

B. IP address 

C. device registration status 

D. MAC address 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_ch
apter_010100.html#ID1353 
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QUESTION 4

An organization is implementing Cisco ISE posture services and must ensure that a host-based firewall is in place on
every Windows and Mac computer that attempts to access the network They have multiple vendors\\' firewall
applications for their devices, so the engineers creating the policies are unable to use a specific application check in
order to validate the posture for this 

What should be done to enable this type of posture check? 

A. Use the file registry condition to ensure that the firewal is installed and running appropriately. 

B. Use a compound condition to look for the Windows or Mac native firewall applications. 

C. Enable the default firewall condition to check for any vendor firewall application. 

D. Enable the default application condition to identify the applications installed and validade the firewall app. 

Correct Answer: C 

https://www.youtube.com/watch?v=6Kj8P8Hn7dYandt=109sandab_channel=CiscoISE- IdentityServicesEngine 

 

QUESTION 5

An engineer is configuring Cisco ISE policies to support MAB for devices that do not have 802.1X capabilities. The
engineer is configuring new endpoint identity groups as conditions to be used in the AuthZ policies, but noticed that the
endpoints are not hitting the correct policies. 

What must be done in order to get the devices into the right policies? 

A. Manually add the MAC addresses of the devices to endpoint ID groups in the context visibility database. 

B. Create an AuthZ policy to identify Unknown devices and provide partial network access prior to profiling. 

C. Add an identity policy to dynamically add the IP address of the devices to their endpoint identity groups. 

D. Identify the non 802.1x supported device types and create custom profiles for them to profile into. 

Correct Answer: D  
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