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QUESTION 1

An engineer must configure an HTTP probe on a Cisco ISE virtual appliance running on VMWare using a dedicated
interface for profiling. The interface is assigned to the VM Network port group. The engineer is logged into the
hypervisor with a user account that only provides access to the Cisco ISE VM and the network settings for the VM.
Which security setting must be changed for this interface to accept SPAN traffic? 

A. Set Promiscuous mode to inherit from vSwitch in the Port Group properties. 

B. Set Promiscuous mode to inherit from Port Group in the vSwitch properties. 

C. Set Promiscuous mode to Accept in the Port Group properties. 

D. Set Promiscuous mode to Accept in the vSwitch properties. 

Correct Answer: A 

 

 

QUESTION 2

An administrator must enable scanning for specific endpoints when they attempt to access the network. The scanning
must be triggered as a result of successful authentication. Which action accomplishes this task? 

A. Modify the authorization policy to send init_endpoint_scan as a result to the authenticator. 

B. Create an authorization profile with scanning enabled and add it to the authorization policy that the endpoints will hit. 

C. Add an entry in the authentication conditions to allow only scanned endpoints access, then redirect everything else to
the portal to initiate the scan. 

D. Configure the endpoint scanning probe to profile the endpoint correctly and assign it a risk score. 

Correct Answer: B 

 

 

QUESTION 3

A network engineer is implementing cisco ISE and needs to configure 802.1x. the ports settings are configured for port-
based authentication. Which command should be used to complete this configuration? 

A. aaa authentication dot1x default group radius 

B. dot1x system-auth-control 

C. authentication port-control auto 

D. dot1x pae authenticator 

Correct Answer: B 
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-
2/31sg/configuration/guide/conf/dot1x.html#wp1133395 

 

QUESTION 4

What occurs when a Cisco ISE distributed deployment has two nodes and the secondary node is deregistered? 

A. The primary node restarts 

B. The secondary node restarts. 

C. The primary node becomes standalone 

D. Both nodes restart. 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/security/ise/1-1-1/installation_guide/ise_install_guide/ise_deploy.html 

if your deployment has two nodes and you deregister the secondary node, both nodes in this primary-secondary pair are
restarted. (The former primary and secondary nodes become standalone.) 

 

QUESTION 5

Which two ports do network devices typically use for CoA? (Choose two ) 

A. 443 

B. 19005 

C. 8080 

D. 3799 

E. 1700 

Correct Answer: DE 
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