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QUESTION 1

A network engineer must enforce access control using special tags, without re-engineering the network design. Which
feature should be configured to achieve this in a scalable manner?

A. SGT

B. dACL
C. VLAN
D. RBAC

Correct Answer: A

QUESTION 2

An engineer is testing low-impact mode for a phased deployment of Cisco ISE. Which type of traffic is denied when a
host tries to connect to the network prior to authentication?

A. DNS
B. EAP
C. DHCP
D.HTTP

Correct Answer: D

QUESTION 3

An organization has a SGACL locally configured on a switch port, but when a user in the Executives group connects to
the network, they receive a different level of network access than expected. When Cisco ISE pushes SGACLSs to the
switch after the authorization phase, how does the switch decide which access to grant the user?

A. Dynamically downloaded policies override local policies in all cases.

B. Local policies override dynamically downloaded policies in all cases.

C. The policies are merged, but local policies receive priority.

D. The policies are merged, but dynamically downloaded policies receive priority.

Correct Answer: D
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QUESTION 4

An engineer of Company A wants to know what kind of devices are connecting to the network. Which service can be
enabled on the Cisco ISE node?

A. central web authentication

B. posture

C. MAB

D. profiling

Correct Answer: D

Cisco ISE Profiling Services provides dynamic detection and classification of endpoints connected to the network.Using

MAC addresses as the unique identifier, ISE collects various attributes for each network endpoint to build an internal
endpoint database.

QUESTION 5

What is a method for transporting security group tags throughout the network?
A. by enabling 802.1AE on every network device

B. by the Security Group Tag Exchange Protocol

C. by embedding the security group tag in the IP header

D. by embedding the security group tag in the 802.1Q header

Correct Answer: B
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