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QUESTION 1

What is the role of the casebook feature in Cisco Threat Response? 

A. pulling data via the browser extension 

B. alert prioritization 

C. sharing threat analysis 

D. triage automation with alerting 

Correct Answer: C 

The casebook and pivot menu are widgets available in Cisco Threat Response. Casebook 

- It is used to record, organize, and share sets of observables of interest primarily during an investigation and threat
analysis. You can use a casebook to get the current verdicts or dispositions on the observables.
https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_13-
5-1/b_ESA_Admin_Guide_ces_13-5-1/b_ESA_Admin_Guide_13- 0_chapter_0110001.pdf 

 

 

QUESTION 2

Refer to the exhibit. 

What is the effect of the existing Cisco FMC configuration? 

A. The remote management port for communication between the Cisco FMC and the managed device changes to port
8443. 

B. The managed device is deleted from the Cisco FMC. 

C. The SSL-encrypted communication channel between the Cisco FMC and the managed device becomes plain-text
communication channel. 
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D. The management connection between the Cisco FMC and the Cisco FTD is disabled. 

Correct Answer: D 

 

 

QUESTION 3

An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between
two network segments. Which action is mandatory to allow hosts to reestablish communication between these two
segments after the change? 

A. Remove the existing dynamic routing protocol settings. 

B. Configure multiple BVIs to route between segments. 

C. Assign unique VLAN IDs to each firewall interface. 

D. Implement non-overlapping IP subnets on each segment. 

Correct Answer: D 

 

QUESTION 4

Which report template field format is available in Cisco FMC? 

A. box lever chart 

B. arrow chart 

C. bar chart 

D. benchmark chart 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Working_with_Reports.html 

 

QUESTION 5

An engineer installs a Cisco FTD device and wants to inspect traffic within the same subnet passing through a firewall
and inspect traffic destined to the Internet. Which configuration will meet this requirement? 

A. transparent firewall mode with IRB only 

B. routed firewall mode with BVI and routed interfaces 

C. transparent firewall mode with multiple BVIs 

D. routed firewall mode with routed interfaces only 
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Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html 
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