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QUESTION 1

Which two field can be used to create a new email alert within the Cisco Firepower Management center under Policies >
Actions > Alerts tab? (Choose two.) 

A. Device 

B. Source 

C. Destination 

D. From 

E. Relay Host 

Correct Answer: DE 

 

QUESTION 2

A security engineer is configuring an Access Control Policy for multiple branch locations. These locations share a
common rule set and utilize a network object called INSIDE_NET which contains the locally significant internal network
subnets 

at each location. 

What technique will retain the policy consistency at each location but allow only the locally significant network subnet
within the applicable rules? 

A. utilizing policy inheritance 

B. utilizing a dynamic ACP that updates from Cisco Talos Eba 

C. creating a unique ACP per device. 

D. creating an ACP with an INSIDE_NET network object and object overrides. 

Correct Answer: D 

 

 

QUESTION 3

An administrator receives reports that users cannot access a cloud-hosted web server. The access control policy was
recently updated with several new policy additions and URL filtering. What must be done to troubleshoot the issue and
restore access without sacrificing the organization\\'s security posture? 

A. Create a new access control policy rule to allow ports 80 and 443 to the FQDN of the web server. 

B. Identify the blocked traffic in the Cisco FMC connection events to validate the block, and modify the policy to allow
the traffic to the web server. 

300-710 Practice Test | 300-710 Study Guide | 300-710 Exam Questions                                2 / 3

https://www.pass4itsure.com/300-710.html
https://www.pass4itsure.com/300-710.html
https://www.pass4itsure.com/300-710.html


https://www.pass4itsure.com/300-710.html
2024 Latest pass4itsure 300-710 PDF and VCE dumps Download

C. Verify the blocks using the packet capture tool and create a rule with the action monitor for the traffic. 

D. Download a PCAP of the traffic attempts to verify the blocks and use the flexconfig objects to create a rule that allows
only the required traffic to the destination server. 

Correct Answer: B 

  

 

QUESTION 4

What must be implemented on Cisco Firepower to allow multiple logical devices on a single physical device to have
access to external hosts? 

A. Add at least two container instances from the same module. 

B. Set up a cluster control link between all logical devices. 

C. Define VLAN subinterfaces for each logical device. 

D. Add one shared management interface on all logical devices. 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa915/asdm715/general/asdm-715-general-config/intro-
logical-devices.html 

 

QUESTION 5

A security engineer is configuring a remote Cisco FTD that has limited resources and internet bandwidth. Which
malware action and protection option should be configured to reduce the requirement for cloud lookups? 

A. Malware Cloud Lookup and dynamic analysis 

B. Block Malware action and dynamic analysis 

C. Block Malware action and local malware analysis 

D. Block File action and local malware analysis 

Correct Answer: C 
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