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QUESTION 1

Which command is run at the CLI when logged in to an FTD unit, to determine whether the unit is managed locally or by
a remote FMC server?

A. system generate-troubleshoot

B. show configuration session

C. show managers

D. show running-config | include manager
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/lb_Command_Reference_for_Firepo
wer_Threat_Defense/c_3.html

QUESTION 2

Which feature is supported by IRB on Cisco FTD devices?
A. redundant interface

B. dynamic routing protocol

C. EtherChannel interface

D. high-availability cluster

Correct Answer: A

QUESTION 3

Which two remediation options are available when Cisco FMC is integrated with Cisco ISE? (Choose two.)
A. dynamic null route configured

B. DHCP pool disablement

C. quarantine

D. port shutdown

E. host shutdown

Correct Answer: CD

Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/210524-configure-
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QUESTION 4

A security engineer must deploy a Cisco FTD appliance as a bump in the wire to detect intrusion events without
disrupting the flow of network traffic. Which two features must be configured to accomplish the task? (Choose two.)

A. transparent mode
B. tap mode

C. bridged mode

D. inline set pair

E. passive interfaces

Correct Answer: BD

QUESTION 5

An administrator is attempting to add a new FTD device to their FMC behind a NAT device with a NAT ID of NAT001
and a password of Cisco0123456789. The private IP address of the FMC server is 192.168.45.45, which is being
translated to the public IP address of 209.165.200.225/27. Which command set must be used in order to accomplish
this task?

A. configure manager add 209.165.200.225 255.255.255.224

B. configure manager add 209.165.200.225

C. configure manager add 209.165.200.225/27

D. configure manager add 192.168.45.45

Correct Answer: B
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