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QUESTION 1

Which customizable security report on Cisco Prime Infrastructure would show rogue APs detected since a point in
time? 

A. New Rogue APs 

B. Rogue AP Events 

C. Rogue APs 

D. Rogue AP Count Summary 

Correct Answer: C 

Prime Infrastructure gets updates about rogues from controllers by using traps or by polling. The Last Seen Time is
updated any time a trap for the rogue is received or rogue is seen during the last Prime Infrastructure polling cycles. 

This report displays all rogues detected by the access points in your network based on the Last Seen Time of the rogue
access points and the selected filtering criteria. The report lists rogue access points based on the time they were last 

seen. 

Note: The report includes rogue access point alarms with clear severity. 

Reference:
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-0/user/guide/prime_infra_ug/reps.html 

 

QUESTION 2

A wireless engineer has performed a Wireshark capture on an 802.1x authentication process to troubleshoot a
connectivity issue. Which two types of packet does the EAP contain? (Choose two.) 

A. EAP response 

B. EAP failure 

C. EAP reply 

D. EAP complete 

E. EAP reject 

Correct Answer: AB 

 

QUESTION 3

An administrator receives reports of many interferers in the wireless network and wants to get the location of these
interferers from the maps in Cisco Prime Infrastructure. When looking at the floor plans/maps, the administrator does
not see any interferers, but can see all wireless clients located successfully. Which two statements define the cause of
the issue? (Choose two.) 
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A. MSE is not added to Cisco Prime Infrastructure and synchronized. 

B. Interferer tracking is not enabled on the MSE. 

C. SNMP between Cisco Prime Infrastructure and the WLC is failing. 

D. Context Aware Service tracking limit has already been reached with tracking other elements. 

E. NMSP communication is inactive with the WLC. 

Correct Answer: AB 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/112139-cleanair-uwn-
guide-00.html 

 

QUESTION 4

A corporation has recently implemented a BYOD policy at their HQ. Which three risks should the security director be
concerned about? (Choose three.) 

A. unauthorized users 

B. network analyzers 

C. lost and stolen devices 

D. malware 

E. keyloggers 

Correct Answer: ABD 

 

QUESTION 5

An engineer is changing the authentication method of a wireless network from EAP-FAST to EAP-TLS. Which two
changes are necessary? (Choose two.) 

A. Cisco Secure ACS is required. 

B. A Cisco NAC server is required. 

C. All authenticating clients require their own certificates. 

D. The authentication server now requires a certificate. 

E. The users require the Cisco AnyConnect client. 

Correct Answer: CD 

Reference:
http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1300-series/prod_qas09186a00802030dc.html 
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