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QUESTION 1

Refer to the exhibit. 
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An engineer has configured a BYOD policy that allows for printing on the WLAN utilizing Bonjour services. However, the
engineer cannot get printing working. The WLC firmware is 8.x. the printer is connected on the wired network where a
few of the access points are also connected. 

Which reason that printing is not working is true? 

A. Location-specific service is not enabled on the WLC. 

B. Secure Web Mode Cipher-Option SSLv2 is not enabled. 

C. mBNS and IGMP snooping is not enabled on the WLC. 

D. IGMP Query Interval value is too low. 

E. The number of mDNS services exceeds firmware limits. 

Correct Answer: A 

 

 

QUESTION 2

Which command is an SNMPv3-specific command that an engineer can use only in Cisco IOS XE? 

A. snmp-server user remoteuser1 group1 remote 10.12.8.4 

B. snmp-server host 172.16.1.33 public 

C. snmp-server community comaccess ro 4 

D. snmp-server enable traps wireless 

Correct Answer: A 

SUMMARY STEPS 

1.

 enable 

2.

 configure terminal 

3.

 snmp-server group [group-name {v1 | v2c | v3 [auth | noauth | priv]}] [read read-view] [write write-view] [notify notify-
view] [access access-list] 

4.

 snmp-server engineID {local engine-id | remote ip-address [udp-port udp-port-number] [vrf vrf-name] engine-id-string} 

5.
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 snmp-server user user-name group-name [remote ip-address [udp-port port]] {v1 | v2c | v3 [encrypted] [auth{md5 | sha}
auth-password]} [access access-list] 

6.

 end Reference: http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-3se/3850/snmp-
xe-3se-3850-book/nm-snmp-snmpv3.html#GUID-54F1E297-CE1D-45FE-9751-B8D129606010 

 

QUESTION 3

Which two PCI DSS requirements must a company meet to be PCI compliant? (Choose two.) 

A. EAP authentication 

B. customer data protection 

C. the firewall configuration 

D. the network segmentation 

E. the ACL configuration 

Correct Answer: BD 

 

QUESTION 4

Which customizable security report on Cisco Prime Infrastructure would show rogue APs detected since a point in
time? 

A. New Rogue APs 

B. Rogue AP Events 

C. Rogue APs 

D. Rogue AP Count Summary 

Correct Answer: C 

Prime Infrastructure gets updates about rogues from controllers by using traps or by polling. The Last Seen Time is
updated any time a trap for the rogue is received or rogue is seen during the last Prime Infrastructure polling cycles. 

This report displays all rogues detected by the access points in your network based on the Last Seen Time of the rogue
access points and the selected filtering criteria. The report lists rogue access points based on the time they were last 

seen. 

Note: The report includes rogue access point alarms with clear severity. 

Reference:
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-0/user/guide/prime_infra_ug/reps.html 
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QUESTION 5

An engineer is troubleshooting rogue access points that are showing up in Cisco Prime Infrastructure. 

What is the maximum number of APs the engineer can use to contain an identified rogue access point in the WLC? 

A. 6 

B. 3 

C. 4 

D. 5 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-
4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_010 111001.html 
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