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QUESTION 1

Which two statements describe the requirements for EAP-TLS? (Choose two.) 

A. It requires client-side and server-side certificates. 

B. It requires a server-side digital certificate on only the RADIUS server. 

C. It must use AES for encryption and cannot use TKIP for encryption. 

D. It required PKI. 

E. It uses PAC on the client. 

Correct Answer: AD 

Reference: https://www.cisco.com/en/US/tech/tk722/tk809/technologies_white_paper09186a008009256b.shtml 

 

QUESTION 2

An engineer is implementing SNMP v3 on a Cisco 5700 Series WLC. Which three commands are the minimum needed
to configure SNMP v3? (Choose three.) 

A. snmp-server enable traps 

B. snmp-server group 

C. snmp-server user 

D. snmp-server community 

E. snmp-server context 

F. snmp-server engineID 

Correct Answer: BCF 

 

QUESTION 3

Which customizable security report on Cisco Prime Infrastructure would show rogue APs detected since a point in
time? 

A. New Rogue APs 

B. Rogue AP Events 

C. Rogue APs 

D. Rogue AP Count Summary 

Correct Answer: C 
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Prime Infrastructure gets updates about rogues from controllers by using traps or by polling. The Last Seen Time is
updated any time a trap for the rogue is received or rogue is seen during the last Prime Infrastructure polling cycles. 

This report displays all rogues detected by the access points in your network based on the Last Seen Time of the rogue
access points and the selected filtering criteria. The report lists rogue access points based on the time they were last 

seen. 

Note: The report includes rogue access point alarms with clear severity. 

Reference:
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-0/user/guide/prime_infra_ug/reps.html 

 

QUESTION 4

Refer to the exhibit. 

An engineer utilizing ISE as the wireless AAA service noticed that the accounting process on the server at 10.10.2.3 has
failed, but authentication process is still functional. 

Which ISE nodes receive WLC RADIUS traffic, using the CLI output and assuming the WLAN uses the servers in their
indexed order? 

A. authentication to 10.10.2.4, accounting to 10.10.2.3. 

B. authentication to 10.10.2.3, accounting to 10.10.2.3. 

C. authentication to 10.10.2.4, accounting to 10.10.2.4. 

D. authentication to 10.10.2.3, accounting to 10.10.2.4. 

Correct Answer: B 
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QUESTION 5

A new MSE with wIPS service has been installed and no alarm information appears to be reaching the MSE from
controllers. 

What protocol must be allowed to reach the MSE from the controllers? 

A. NMSP 

B. SOAP/XML 

C. SNMP 

D. CAPWAP 

Correct Answer: B 
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