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QUESTION 1

A wireless engineer wants to schedule monthly security reports in Cisco Prime Infrastructure. Drag and drop the report
title from the left onto the expected results when the report is generated on the right. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 2

WPA2 Enterprise with 802.1x is being used for clients to authenticate to a wireless network through an ACS server. For
security reasons, the network engineer wants to ensure only PEAP authentication can be used. The engineer sent
instructions to clients on how to configure their supplicants, but users are still in the ACS logs authenticating using E-
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FAST. 

Which option describes the most efficient way the engineer can ensure these users cannot access the network unless
the correct authentication mechanism is configured? 

A. Enable AAA override on the SSID, gather the usernames of these users, and disable their RADIUS accounts until
they make sure they correctly configured their devices. 

B. Enable AAA override on the SSID and configure an access policy in ACS that denies access to the list of MACs that
have used EAP-FAST. 

C. Enable A override on the SSID and configure an access policy in ACS that allows access only when the EAP
authentication method is PEAP. 

D. Enable AAA override on the SSID and configure an access policy in ACS that puts clients that authenticated using E-
FAST into a quarantine VLAN. 

Correct Answer: D 

 

 

QUESTION 3

An engineer has configured the wireless controller to authenticate clients on the employee SSID against Microsoft
Active Directory using PEAP authentication. Which protocol does the controller use to communicate with the
authentication server? 

A. WPA2 

B. RADIUS 

C. 802.1X 

D. EAP 

Correct Answer: D 

Define the Layer 2 Authentication as WPA2 so that the clients perform EAP-based authentication (PEAP-MS-CHAP v2
in this example) and use the advanced encryption standard (AES) as the encryption mechanism. Leave all other values
at their defaults. https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/115988- nps-wlc-
config-000.html 

 

QUESTION 4

Regarding the guidelines for using MFP, under what circumstances will a client without Cisco Compatible Extensions v5
be able to associate to a WLAN? 

A. WPA2 is enabled with TKIP or AES. 

B. AAA override is configured for the WLAN. 

C. The DHCP Required box is unchecked. 
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D. Client MFP id disabled or optional. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-
guide/b_cg82/b_cg82_chapter_01010011.html 

 

QUESTION 5

An engineer must provide a graphical trending report of the total number of wireless clients on the network. Which report
provides the required data? 

A. Client Summary 

B. Posture Status Count 

C. Client Traffic Stream Metrics 

D. Mobility Client Summary 

Correct Answer: D 

Explanation: Mobility Client Summary - This trending report displays the total number of active clients in your wireless
network. Reference: http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2-0/user/guide/prime_infra_ug/
reps.html#pgfId-1059688 
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