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QUESTION 1

An engineer is troubleshooting why a MAC address was not listed in the MAC table and discovers that the VLAN was
enabled only on the interface that data is coming in on. Which change fixes this problem?

A. Enable outgoing interfaces.

B. Disable sticky MAC on the access switch.
C. Remove loop detection on interfaces.

D. Flush the MAC address table.

Correct Answer: A

QUESTION 2

Refer to the exhibit.

ool
Mame (Management IP Address (Ipv4/Ipve)

%

Primary Controller  WLC-Primary }f;fj‘b 192.168.1.11
A

Zecondary Controlle  WLC-Secondary ﬁ 10.42 49311

Tertiary Controller

(;%F&/
&P Failover Priority: Low = ﬁ

An engineer has determined that during a recent controller failure, some access points did not fail over to their
secondary controller, which has sufficient licenses for all APs. The controllers are not in a mobility group, but have A
records for their hostnames in DNS.

Using these high availability settings, which option is the most likely cause of this issue?

A. The AP failover priority was not set high enough.

B. The controllers must be in the same mobility group.

C. DNS hostnames are required to be FQDN.

D. The secondary controller IP address is incorrect.

Correct Answer: A

QUESTION 3
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An engineer is creating a custom rogue classification rule directly on a controller. Which two conditions are possible
when adding a custom rule to a controller? (Choose two.)

A. internal

B. ad hoc

C. client-count

D. duration

E. WLAN

F. open authentication

Correct Answer: AD

QUESTION 4

In a new deployment, your team has connected many access points in a single switch and you noticed that some
access points are not getting power. Which command on a Cisco switch can give you the remaining power (Watts) to
confirm if it is a PoOE issue?

A. show power inline

B. show power

C. show post

D. show poe

Correct Answer: A

QUESTION 5

Refer to the exhibit.
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iOS 8
*802.1X &
r‘r:’{a-:l\
Awailatle for: iPhone 4s and later, PPod touch (5th gencratii%@n\\flater, 1Pad 2 and later
Impact:An attacker can obtain WiF1 credentials Fﬂ:g >
Description: An attacker could have impersonated \@WiF1i access point, offered to authenticate with
LEAP, broken the MS-CHAPv]1 hash, and u derived credennals to authenticate to the intended

access point even 1f that access point sup@f(@h stronger authentication methods. This 1ssue was
addressed by disabling LEAP by demo
."lh,

g
~

CVE-ID <"

CVE-2014-4364 : Picter Robyns. Bram Bonne. Peter Quax, and Wim Lamotte of Universiteit Hasselt

Employees upgraded company issued iOS devices, which are configured to authenticate to the network using
WPA2-Enterprise 802.1x with LEAP. As a result, the devices are no longer able to authenticate. Which action must the
engineer do to resolve the issue?

A. Redeploy the existing configuration profile.

B. Change LEAP certificate on the ACS server.

C. Reset network settings on the devices.

D. Rejoin the enterprise network manually.

E. Deploy a new configuration profile with LEAP enabled.

Correct Answer: B
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