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QUESTION 1

The network engineering team is interested in deploying NAC within the enterprise network to enhance security. What
deployment model should be used if the team requests that the NAC be logically inline with clients?

A. Layer 2 in-band
B. Layer 2 out-of-band
C. Layer 3 in-band
D. Layer 3 out-of-band
Correct Answer: C

https://www.cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-
access/product_data_sheet0900aecd802dalb5.html Passing traffic mode

Virtual gateway (bridged mode)

Real IP gateway (routed mode)

Client access mode

Layer 2 (client is adjacent to the Cisco NAC Server)

Layer 3 (client is multiple hops from the Cisco NAC Server)
Traffic flow model

In-band (Cisco NAC Server is always in-line with user traffic)

Out-of-band (Cisco NAC Server is in-line only during authentication, posture assessment, andremediation) https://www.
cisco.com/c/en/us/products/collateral/security/nac-appliance-clean-access/prod_gas0900aecd802da200.html

QUESTION 2

Which unique characteristics of the Data Center Aggregation layer must be considered by an Enterprise Campus
designer?

A. Layer 3 routing between the Access and Aggregation layers facilitates the ability to span VLANSs across multiple
access switches, which is a requirement for many server virtualization and clustering technologies.

B. "East-west" server-to-server traffic can travel between aggregation modules by way of the core, but backup and
replication traffic typically remains within an aggregation module.

C. Load balancing, firewall services, and other network services are commonly integrated by the use of service modules
that are inserted in the aggregation switches.

D. Virtualization tools allow a cost effective approach for redundancy in the network design by using two or four VDCs
from the same physical switch.

Correct Answer: C
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QUESTION 3

You are assigned the network of 192.168.1.0/24. You want to split the network into four subnets that are all the same
size. Which three statements about the first subnet that you create are true? (Choose three.)

A. The subnet mask is 255.255.255.192

B. The last host IP address is 192.168.164
C. The subnet mask is 255.255.255.224

D. The subnet has up to 64 hosts

E. The last host IP address is 192.168.1.62
F. The subnet has up to 62 hosts

Correct Answer: AEF

QUESTION 4

During an upgrade of an existing data center, a network team must design segmentation into existing networks. Due to
legacy applications, the IP addresses cannot change. Which firewall deployment model meets these requirements?

A. Routed mode
B. Multicontext mode
C. Transparent mode
D. Cluster mode

Correct Answer: B

QUESTION 5

Which of these practices should you follow when designing a Layer 3 routing protocol?

A. Never peer on transit links.

B. Build squares for deterministic convergence.

C. Build inverted U designs for deterministic convergence.

D. Summarize routes at the distribution to the core to limit EIGRP queries or OSPF LSA propagation.

Correct Answer: D
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