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QUESTION 1

Which scripts will search a log file for the IP address of 192.168.100.100 and create an output file named
parsed_host.log while printing results to the console? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

 

QUESTION 2

What is the steganography anti-forensics technique? 

A. hiding a section of a malicious file in unused areas of a file 

B. changing the file header of a malicious file to another file type 

C. sending malicious files over a public network by encapsulation 

D. concealing malicious files in ordinary or unsuspecting places 

Correct Answer: A 

https://blog.eccouncil.org/6-anti-forensic-techniques-that-every-cyber-investigator-dreads/ 

 

QUESTION 3

A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which
anti-forensics technique is being used? 

A. encryption 

B. tunneling 

C. obfuscation 

D. poisoning 

Correct Answer: C 

Reference: https://www.vadesecure.com/en/malware-analysis-understanding-code-obfuscation-
techniques/#:~:text=Obfuscation%20of%20character%20strings%20is,data%20when%20the%20code%20executes. 

 

QUESTION 4

What are YARA rules based upon? 

A. binary patterns 
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B. HTML code 

C. network artifacts 

D. IP addresses 

Correct Answer: A 

Reference: https://en.wikipedia.org/wiki/YARA#:~:text=YARA%20is%20the%20name%20of,strings%20and%20a%20bo
olean%20expression. 

 

QUESTION 5

Which tool conducts memory analysis? 

A. MemDump 

B. Sysinternals Autoruns 

C. Volatility 

D. Memoryze 

Correct Answer: C 

Reference: https://resources.infosecinstitute.com/topic/memory-forensics-and-analysis-using-volatility/ 
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