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QUESTION 1

Over which two ports does the ISR G2 connector for CWS support redirection of HTTP traffic? (Choose two) 

A. TCP port 65535 

B. UDP port 8080 

C. TCP port 88 

D. TCP port 80 

E. UDP port 80 

Correct Answer: AD 

 

 

QUESTION 2

Upon receiving a digital certificate, what are three steps that a Cisco ASA will perform to authenticate the digital
certificate? (Choose three.) 

A. The identity certificate validity period is verified against the system clock of the Cisco ASA. 

B. Identity certificates are exchanged during IPsec negotiations. 

C. The identity certificate signature is validated by using the stored root certificate. 

D. The signature is validated by using the stored identity certificate. 

E. If enabled, the Cisco ASA locates the CRL and validates the identity certificate. 

Correct Answer: ACE 

 

QUESTION 3
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Which two statements about Signature 1104 are true? (Choose two.) 

A. This is a custom signature. 

B. The severity level is High. 

C. This signature has triggered as indicated by the red severity icon. 

D. Produce Alert is the only action defined. 

E. This signature is enabled, but inactive, as indicated bythe/0 to that follows the signature number. 

Correct Answer: BD 

This can be seen here where signature 1004 is the 5th one down: 

 

QUESTION 4

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall is unable
to get to Internet in a transparent proxy environment using WCCP. Which troubleshooting action can be taken on the
CLI to make sure that WCCP communication is not failing? 

A. Ping the WCCP device 

B. Explicity point to the browser to the proxy 
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C. Disable WCCP 

D. Check WCCP logs in debug mode to check there are no pending HIA or ISY request 

Correct Answer: A 

 

 

QUESTION 5

Which SSL traffic decryption feature is used when decrypting traffic from an external host to server on your network? 

A. decrypt by stripping the server certificate 

B. decrypt with a known public key 

C. decrypt by resigning the server certificate 

D. decrypt with a known private key 

Correct Answer: D 
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