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QUESTION 1

Which type of interface do you configure to receive traffic from a switch or tap, promiscuously, on a cisco firePOWER
device?

A. inline set
B. transparent
C. Routed

D. Passive

Correct Answer: D

QUESTION 2

Which option describes the role of the Learning Accept Mode for anomaly detection?
A. It creates a knowledge base of the network traffic

B. It detects ongoing attacks and adds them to a database.

C. It configures the anomaly detection zones.

D. It identifies incomplete connections and flags them.

Correct Answer: A

http://www.cisco.com/c/en/us/td/docs/security/security_management/cisco_security_manag er/sec
urity_manager/4-0/user/guide/CSMUserGuide_wrapper/ipsanom.html

QUESTION 3

Which two Cisco ASA commands show if traffic is being redirected to the Cisco Firepower module? (Choose two)
A. show service-policy sfr

B. show module sfr

Correct Answer: AB

QUESTION 4

An engineer wants to configure a method to verify the authenticity of emails on cisco ESA and noticed the sender policy
framework. How can the SPF help in that task?
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A. SPF allows the sender to sign the email using preshared key
B. SPF allows the sender to sign the email using public key

C. SPF allows the owner of an internet domain to use DNS TXT records to specify which machines are authorized to
transmit email for that domain.

D. The list of authorized sending hosts for a domain is published in the Domain Name System (DNS) records for that
domain in the form of a specially formatted TXT record

Correct Answer: B

QUESTION 5

A Cisco Web Security Appliance\\'s policy can provide visibility and control of which two elements? (Choose two.)
A. Voice and Video Applications

B. Websites with a reputation between -100 and -60

C. Secure websites with certificates signed under an unknown CA

D. High bandwidth websites during business hours

Correct Answer: CD
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