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QUESTION 1

Which alogrithm is an example of asymmetric encryption? 

A. RC4 

B. AES 

C. ECDSA 

D. 3DES 

Correct Answer: C 

 

QUESTION 2

A spoke has two Internet connections for failover. How can you achieve optimum failover without affecting any other
router in the DMVPN cloud? 

A. Create another DMVPN cloud by configuring another tunnel interface that is sourced from the second ISP link. 

B. Use another router at the spoke site, because two ISP connections on the same router for the same hub is not
allowed. 

C. Configure SLA tracking, and when the primary interface goes down, manually change the tunnel source of the tunnel
interface. 

D. Create another tunnel interface with same configuration except the tunnel source, and configure the if-state nhrp and
backup interface commands on the primary tunnel interface. 

Correct Answer: D 

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-3s/sec-conn-dmvpn-xe-3s-book/sec-
conn-dmvpn-tun-mon.pdf 

 

QUESTION 3

An administrator received a report that a user cannot connect to the headquarters site using Cisco AnyConnect and
receives this error. The installer was not able to start the Cisco VPN client, clientless access is not available, Which
option is a possible cause for this error? 

A. The client version of Cisco AnyConnect is not compatible with the Cisco ASA software image. 

B. The operating system of the client machine is not supported by Cisco AnyConnect. 

C. The driver for Cisco AnyConnect is outdatate. 

D. The installed version of Java is not compatible with Cisco AnyConnect. 

Correct Answer: A 
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QUESTION 4

Which statement regarding hashing is correct? 

A. MD5 produces a 64-bit message digest. 

B. SHA-1 produces a 160-bit message digest. 

C. MD5 takes more CPU cycles to compute than SHA-1. 

D. Changing 1 bit of the input to SHA-1 can change up to 5 bits in the output. 

Correct Answer: B 

 

QUESTION 5

Which command will prevent a group policy from inheriting a filter ACL in a clientless SSL VPN? 

A. vpn-filter none 

B. no vpn-filter 

C. filter value none 

D. filter value ACLname 

Correct Answer: A 

Specify the name of the ACL to apply to VPN session, using the vpn-filter command in group policy mode. (You can
also configure this attribute in username mode, in which case the value configured under username supersedes the
group-

policy value.) 

hostname(config-group-policy)# vpn-filter {value ACL name | none} 

hostname(config-group-policy)# 

You configure ACLs to permit or deny various types of traffic for this group policy. You then enter the vpn-filter
command to apply those ACLs. To remove the ACL, including a null value created by entering the vpn-filter none
command, enter 

the no form of this command. The no option allows inheritance of a value from another group policy. A group policy can
inherit this value from another group policy. To prevent inheriting a value, enter the none keyword instead of specifying
an 

ACL name. The none keyword indicates that there is no access list and sets a null value, thereby disallowing an access
list. 
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