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QUESTION 1

An engineer is using DMVPN to provide secure connectivity between a data center and remote sites. Which two routing
protocols are recommended for use between the routers? (Choose two.)

A. EIGRP
B. IS-IS
C. RIPv2
D. BGP
E. OSPF

Correct Answer: AD

QUESTION 2

What are the three primary components of a GET VPN network? (Choose three.)
A. Group Domain of Interpretation protocol

B. Simple Network Management Protocol

C. server load balancer

D. accounting server

E. group member

F. key server

Correct Answer: AEF

QUESTION 3

Which command clears all Cisco AnyConnect VPN sessions on a Cisco ASA?
A. vpn-sessiondb logoff anyconnect

B. vpn-sessiondb logoff webvpn

C. clear crypto isakmp sa

D. vpn-sessiondb logoff 121

Correct Answer: A
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QUESTION 4

Refer to the exhibit. An engineer is troubleshooting this configuration. Why is the VPN tunnel not functioning?

interface Ethernetl
nameif outside

securityv-levell
ip address172.16.1.2 255.255.255.0
'

interface Ethernetl

nameif inside

security-levell00

ip address 1[I.1|.[I.1 255.255.255.0
'

object network InsideNet gy -
submnet 10.7.7.0 255.255.255.0 {:‘*{:3‘3
! a h
object network RemoteNet ( .':H__":"'
subnet 10.8.8.0 255.255.255.0 Ay

! &

nat (inside, outside) source static InsideNet Iumde]%&xﬂeshnatmn static RemoteNet

RemoteNet ol f\l

! X & f*'”

access-list cmapl0 extended permit ip a IndeNet object RemoteNet
! (P

)
route outside 0.0.0.0 0.0.0.0 172. lﬁ:’i 4
! ., "}' \("
crypto ipsec ikevl transfm&i}isét’AESZﬁﬁ esp-aes-256 esp-sha-hmac
!
crypto ikev] policy 'ﬂh ”,n
authentication Eli!—"ﬂlﬂl‘e
encryption Sd&x
hash sha ‘“‘x \‘”
group 2
lifetime 36400
!
crypto map cmap 10 match address cmapl(
crypto map cmap 10 set peer 172.17.1.1
crypto map cmap 10 set ikev] transform-set AES256
!
tunnel-groupl72.17.1.1 tvpe ipsec-121
tunnel-groupl72.17.1.1 ipsec-attributes
ikev] pre-shared-key Ciscol23

A. AES 256 can\\'t be used with IKEv1

B. IKEv1 is not enabled
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C. The IKEv1 policy number should be at least 256
D. There should be route for the 10.8.8.0/24 network configured

Correct Answer: B

QUESTION 5

Which two descriptions of the characteristics of Cisco GET VPN are true? (Choose two.)
A. provides a tunelless transport mechanism

B. encrypts the data payload and IP header of a packet

C. requires that GRE tunnels exist between participating routers

D. uses a common set of traffic encryption keys shared by group members

E. uses VTlIs to establish Ipsec tunnels

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/products/collateral/security/group-encrypted-transport-
vpn/deployment_guide_c07_554713.pdf
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