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QUESTION 1

Cisco 802.1X phasing enables flexible deployments through the use of open, low-impact, and closed modes. What is a
unique characteristic of the most secure mode?

A. Granular ACLs applied prior to authentication

B. Per user dACLs applied after successful authentication

C. Only EAPoL traffic allowed prior to authentication

D. Adjustable 802.1X timers to enable successful authentication

Correct Answer: C

QUESTION 2

Which task must you perform on a node before it can host Cisco ISE end-user web portals?
A. Configure at least one SSID for guest access.

B. Enable Captive Portal Bypass.

C. Enable portal-policy services.

D. Enable DHCP profiling.

Correct Answer: C

QUESTION 3

A network security engineer is considering configuring 802.1x for security. He wants to use single host for data and
single host for voice. Which port authentication method he use?

A. Single host

B. Multi host

C. Multi auth

D. Multi-domain
Correct Answer: D

Allows both a host and a voice device, such as an IP phone (Cisco or non-Cisco), to be authenticated on an 802.1X-
authorized port.
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QUESTION 4

A client is quarantined during a Cisco ISE posture assessment. After which two events can the client undergo a posture
reassessment? (Choose two.)

A. when the network transition delay timer expires

B. when the supplicant is reconfigured

C. when the reauthentication timer for the authorization profile is triggered
D. when the wired client disconnects and reconnects to the network

E. when the client reinstalls the posture agent

Correct Answer: DE

QUESTION 5

What are different accounting options in the radius packet?
A. Users

B. Device

C. Attribute

D. Network

Correct Answer:. AB
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