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QUESTION 1

Which IPS signature regular expression CLI command matches a host issuing a domain lookup for www.theblock.com? 

A. regex-string (\x03[Tt][Hh][Ee]\x05[Bb][Ll][Oo][Cc][Kk]) 

B. regex-string (\x0b[theblock.com]) 

C. regex-string (\x03[the]\x05[block]0x3[com]) 

D. regex-string (\x03[T][H][E]\x05[B][L][O][C][K]\x03[.][C][O][M] 

Correct Answer: A 

 

QUESTION 2

When centralized message tracking is enabled on the Cisco ESA, over which port does the communication to the SMA
occur by default? 

A. port 2222/TCP 

B. port 443/TCP 

C. port 25/TCP 

D. port 22/TCP 

Correct Answer: D 

 

QUESTION 3

A network engineer can assign IPS event action overrides to virtual sensors and configure which three modes? (Choose
three.) 

A. Anomaly detection operational mode 

B. Inline TCP session tracking mode 

C. Normalizer mode 

D. Load-balancing mode 

E. Inline and Promiscuous mixed mode 

F. Fail-open and fail-close mode 

Correct Answer: ABC 

 

QUESTION 4
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What can you use to access the Cisco IPS secure command and control channel to make configuration changes? 

A. SDEE 

B. the management interface 

C. an HTTP server 

D. Telnet 

Correct Answer: B 

 

QUESTION 5

Which Cisco technology combats viruses and malware with virus outbreak filters that are downloaded from Cisco
SenderBase? 

A. ASA 

B. WSA 

C. Secure mobile access 

D. IronPort ESA 

E. SBA 

Correct Answer: D 
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