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QUESTION 1

A Cisco Web Security Appliance\l's policy can provide visibility and control of which two elements? (Choose two.)
A. Voice and Video Applications

B. Websites with a reputation between -100 and -60

C. Secure websites with certificates signed under an unknown CA

D. High bandwidth websites during business hours

Correct Answer: CD

QUESTION 2

What is the authentication method for an encryption envelope that is set to medium security?
A. The recipient must always enter a password, even if credentials are cached.

B. A password is required, but cached credentials are permitted.

C. The recipient must acknowledge the sensitivity of the message before it opens.

D. The recipient can open the message without authentication.

Correct Answer: B

QUESTION 3

Cisco AVC allows control of which three of the following? (Choose three.)
A. Facebook

B. LWAPP

C. IPv6

D. MySpace

E. Twitter

F. WCCP

Correct Answer: ADE

QUESTION 4

When centralized message tracking is enabled on the Cisco ESA, over which port does the communication to the SMA
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occur by default?
A. port 2222/TCP
B. port 443/TCP
C. port 25/TCP
D. port 22/TCP

Correct Answer: D

QUESTION 5

Joe was asked to secure access to the Cisco Web Security Appliance to prevent unauthorized access. Which four steps
should Joe implement to accomplish this goal? (Choose four.)

A. Implement IP access lists to limit access to the management IP address in the Cisco Web Security Appliance GUI.
B. Add the Cisco Web Security Appliance IP address to the local access list.

C. Enable HTTPS access via the GUI/CLI with redirection from HTTP.

D. Replace the Cisco self-signed certificate with a publicly signed certificate.

E. Put the Cisco WSA Management interface on a private management VLAN.

F. Change the netmask on the Cisco WSA Management interface to a 32-bit mask.

G. Create an MX record for the Cisco Web Security Appliance in DNS.

Correct Answer:. ACDE
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