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QUESTION 1

An engineer is examining the configuration of an IOS device and notices that though SSH is configured properly, the ip
ssh version 2 command is not explicitly configured. How does the device behave in regards to SSH connections? 

A. only SSHv2 is allowed. 

B. SSHv1 and SSHv2 are denied. 

C. SSHv1 and SSHv2 are allowed. 

D. only SSHv1 is allowed. 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. Which reason explains why the Cisco ASA appliance cannot establish an authenticated NTP
session to the inside 192.168.1.1 NTP server? 

ciscoasa(config)#ntp authenticate ciscoasa(config)#ntp authentication-key 2 md5 secret ciscoasa(config)#ntp trusted-
key 2 ciscoasa(config)#ntp server 192.168.1.1 

A. The ntp server 192.168.1.1 command is incomplete. 

B. The ntp source inside command is missing. 

C. The ntp access-group peer command and the ACL to permit 192.168.1.1 are missing. 

D. The trusted-key number should be 1 not 2. 

Correct Answer: A 

 

 

QUESTION 3

To which port does a firewall send secure logging messages? 

A. TCP/1500 

B. UDP/1500 

C. TCP/500 

D. UDP/500 

Correct Answer: A 
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QUESTION 4

How does the DAI works? (Choose two) 

A. DAI relies on DHCP snooping. 

B. It is applied on configured untrusted interfaces 

C. IP address binding stored in trusted database 

D. User-configured ARP ACLs 

Correct Answer: AB 

 

QUESTION 5

Which kind of Layer 2 attack targets the STP root bridge election process and allows an attacker to control the flow of
traffic? 

A. man-in-the-middle 

B. denial of service 

C. distributed denial of service 

D. CAM overflow 

Correct Answer: A 
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