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QUESTION 1

An administrator can attach a baseline to which two inventory objects? (Choose two.)
A. Resource pools

B. Data centers

C. Datastores

D. Templates

E. ESXi hosts

Correct Answer: BE

QUESTION 2

An administrator is required to configure several Microsoft Windows virtual machines (VMs) to support Secure Boot for a
critical secure application.

The following information is provided:
The corporate security policy states that all forms of data encryption must utilize a key provider.
The firmware of each VM is currently set to use Unified Extensible Firmware Interface (UEFI).

Due to the nature of the application running within the VMs, the guest operating system for each VM is currently a
minimum of Windows Server 2008 and Windows 7.

Which security feature should the administrator implement to meet these requirements?
A. vSphere Virtual Machine Encryption

B. vSphere Visualization-Based Security

C. Virtual Intel Software Guard Extensions (vVSGX)

D. Virtual Trusted Platform Module (vTPM)

Correct Answer: D

Explanation: https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-security/GUID- 6F811A7A-
D58B-47B4-84B4-73391D55C268.html

A VTPM is a virtualized version of a physical TPM and is used to protect VMs and their data by tying the cryptographic
functions to the hardware of the server on which the VMs are running12. This allows for secure boot, disk encryption,
and other security features12. It also supports key providers, which is a requirement in this casel2.

QUESTION 3
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An administrator is asked to configure a security policy at the port group level of a standard switch.
The following requirements must be met:

The security policy must apply to all virtual machines on portgroup-1. All traffic must be forwarded, regardless of the
destination.

A. Forged transmits set to reject

B. MAC address changes set to accept

C. Promiscuous mode set to reject

D. Promiscuous mode set to accept

Correct Answer: D

Explanation: The security policy that must be configured at the port group level to allow all traffic to be forwarded
regardless of the destination is promiscuous mode set to accept, which allows receiving all traffic on a virtual switch

port. References: https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.networking.doc/GUID-
D5960C77-0D19-4669-A00C- BO5D58A422F8.html

QUESTION 4

After a recent unexplained peak in virtual machine (VM) CPU usage, an administrator is asked to monitor the VM
performance for a recurrence of the issue.

Which two tools can the administrator use? (Choose two.)

A. vCenter Management Interface

B. Direct Console User Interface (DCUI)

C. vSphere Performance Charts

D. vCenter Command Line Interface

E. ESXi Shell

Correct Answer: CE

Explanation: To monitor the VM performance for a recurrence of the issue, the administrator can use vSphere
Performance Charts, which provide graphical views of various performance metrics for VMs and other objects; or ESXi
Shell, which provides command-line access to ESXi hosts and allows running various commands to collect performance
data.

References: https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.monitoring.doc/GUID-

D89E8267-C74A-496F-B58E- 19672CAB5A53.html https://docs.vmware.com/en/VMware-
vSphere/7.0/com.vmware.vsphere.monitoring.doc/GUID-CDC20FD2-FE1C-4B2C-B99B- E634AC2EEEC9.html

QUESTION 5

What is the minimum CPU core requirement for successful installation, or upgrade, or ESXi on a host? (Choose the best
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answer.)

A.8

B.1

C.32

D.2

Correct Answer: D
Reference:

https://docs.vmware.com/en/\VMware-vSphere/7.0/com.vmware.esxi.upgrade.doc/GUID-DEB8086A-306B-
4239-BF76-E354679202FC.html
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