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QUESTION 1

Which Firewall Stealth setting prevents OS fingerprinting by sending erroneous OS information back to the attacker? 

A. Disable OS fingerprint profiling 

B. Disable OS fingerprint detection 

C. Enable OS fingerprint masqueradi 

D. Enable OS fingerprint protection 

Correct Answer: C 

 

QUESTION 2

In which phase of MITRE framework would attackers exploit faults in software to directly tamper with system memory? 

A. Exfiltration 

B. Discovery 

C. Execution 

D. Defense Evasion 

Correct Answer: D 

 

QUESTION 3

Which Endpoint > Setting should an administrator utilize to locate unmanaged endpoints on a network subnet? 

A. Discover Endpoints 

B. Endpoint Enrollment 

C. Discover and Deploy 

D. Device Discovery 

Correct Answer: A 

 

QUESTION 4

Which SES feature helps administrator apply policies based on specific endpoint profiles? 

A. Device Groups 

B. Device Profiles 
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C. Policy Bundles 

D. Policy Groups 

Correct Answer: D 

 

QUESTION 5

Which IPS Signature type is Primarily used to identify specific unwanted traffic? 

A. Attack 

B. Probe 

C. Audit 

D. Malcode 

Correct Answer: A 
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