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QUESTION 1

Which two considerations must an administrator make when enabling Application Learning in an environment? (Select
two.)

A. Application Learning can generate increased false positives.

B. Application Learning should be deployed on a small group of systems in the enterprise.

C. Application Learning can generate significant CPU or memory use on a Symantec Endpoint Protection Manager.
D. Application Learning requires a file fingerprint list to be created in advance.

E. Application Learning is dependent on Insight.

Correct Answer: BC

QUESTION 2

An administrator needs to configure Secure Socket Layer (SSL) communication for clients. In the httpd.conf file, located
on the Symantec Endpoint Protection Manager (SEPM), the administrator removes the hashmark (#) from the text string
displayed below.

#Include conf/ssl/ssIForcClients.conf

Which two tasks must the administrator perform to complete the SSL configuration? (Select two.)

A. edit site.properties and change the port to 443

B. restart the Symantec Endpoint Protection Manager Webserver service

C. change the default certificates on the SEPM and reboot

D. change the Management Server List and enable HTTPs

E. change the port in Clients > Group > Policies > Settings > Communication Settings and force the clients to reconnect

Correct Answer: BD

QUESTION 3

What is a function of Symantec Insight?

A. provides reputation ratings for structured data

B. enhances the capability of Group Update Providers (GUP)
C. increases the efficiency and effectiveness of LiveUpdate

D. provides reputation ratings for binary executables
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Correct Answer: D

QUESTION 4

After several failed logon attempts, the Symantec Endpoint Protection Manager (SEPM) has locked the default admin
account. An administrator needs to make system changes as soon as possible to address an outbreak, but the admin
account is the only account. Which action should the administrator take to correct the problem with minimal impact to
the existing environment?

A. wait 15 minutes and attempt to log on again

B. restore the SEPM from a backup

C. run the Management Server and Configuration Wizard to reconfigure the server

D. reinstall the SEPM

Correct Answer: A

QUESTION 5

Which Symantec Endpoint Protection defense mechanism provides protection against threats that propagate from
system to system through the use of autorun.inf files?

A. Application and Device Control
B. SONAR

C. TruScan

D. Host Integrity

Correct Answer: A
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