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QUESTION 1

Which of the following should be used to control security settings on an Android phone in a domain environment? 

A. MDM 

B. MFA 

C. ACL 

D. SMS 

Correct Answer: A 

The best answer to control security settings on an Android phone in a domain environment is to use "Mobile Device
Management (MDM)". MDM is a type of software that is used to manage and secure mobile devices such as
smartphones and tablets. MDM can be used to enforce security policies, configure settings, and remotely wipe data
from devices. In a domain environment, MDM can be used to manage Android phones and enforce security policies
such as password requirements, encryption, and remote wipe capabilities 

 

QUESTION 2

A technician needs to override DNS and redirect IP addresses and URLs to different locations. Which of the following
should the technician do? 

A. Install signal repeaters. 

B. Edit the hosts file. 

C. Configure the firewall. 

D. Enable port forwarding. 

Correct Answer: B 

 

QUESTION 3

A network technician installed a SOHO router for a home office user. The user has read reports about home routers
being targeted by malicious actors and then used in DDoS attacks. 

Which of the following can the technician MOST likely do to defend against this threat? 

A. Add network content filtering. 

B. Disable the SSID broadcast. 

C. Configure port forwarding. 

D. Change the default credentials. 

Correct Answer: D 
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One of the most effective ways to defend against malicious actors targeting home routers for DDoS attacks is to change
the default credentials of the router. The default credentials are often well-known or easily guessed by attackers, who
can then access and compromise the router settings and firmware. By changing the default credentials to strong and
unique ones, a technician can prevent unauthorized access and configuration changes to the router. Adding network
content filtering may help block some malicious or unwanted websites but may not prevent attackers from exploiting
router vulnerabilities or backdoors. Disabling the SSID broadcast may help reduce the visibility of the wireless network
but may not prevent attackers from scanning or detecting it. Configuring port forwarding may help direct incoming traffic
to specific devices or services but may not prevent attackers from sending malicious packets or requests to the router.
References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 3.3 

 

QUESTION 4

A technician needs lo formal a USB drive to transfer 20GB of data from a Linux computer to a Windows computer.
Which of the following filesystems will the technician MOST likely use? 

A. FAT32 

B. ext4 

C. NTFS 

D. exFAT 

Correct Answer: C 

Since Windows systems support FAT32 and NTFS "out of the box" and Linux supports a whole range of them including
FAT32 and NTFS, it is highly recommended to format the partition or disk you want to share in either FAT32 or NTFS,
but since FAT32 has a file size limit of 4.2 GB, if you happen to work with huge files, then it is better you use NTFS 

 

QUESTION 5

A technician is asked to resize a partition on the internal storage drive of a computer running macOS. Which of the
followings tools should the technician use to accomplish this task? 

A. Consoltf 

B. Disk Utility 

C. Time Machine 

D. FileVault 

Correct Answer: B 

The technician should use Disk Utility to resize a partition on the internal storage drive of a computer running macOS.
Disk Utility is a built-in utility that allows users to manage disks, partitions, and volumes on a Mac. It can be used to
resize, create, and delete partitions, as well as to format disks and volumes. 
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