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QUESTION 1

Which of the following provide the MOST security for PCs and mobile devices? (Choose two.) 

A. Access control lists 

B. Multifactor authentication 

C. Organizational unit 

D. Trusted software sources 

E. Data loss prevention 

F. Pre-shared key 

Correct Answer: BD 

 

QUESTION 2

Joe, a user, is getting out-of-office replies from people he did not email. A technician inspects Joe\\'s inbox and sees a
sent email that appears to have come from Joe. The email contains a link to a well-known company\\'s website, which is
spelled incorrectly. Joe\\'s sent items folder shows dozens of emails that were sent to everyone on his contact list. 

Which of the following is the MOST likely cause of this issue? 

A. Joe was the victim of a man-in-the-middle attack 

B. Joe inadvertently triggered a mail merge 

C. Joe\\'s email address was spoofed 

D. Joe\\'s email password was compromised 

Correct Answer: D 

 

QUESTION 3

Which of the following Linux commands is used to configure an Ethernet address? 

A. ifconfig 

B. traceroute 

C. ipconfig 

D. chmod 

Correct Answer: A 
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QUESTION 4

A user receives the following error message while browsing the Internet on a PC: The connection is not private. Upon
inspection, a technician discovers the issue only occurs on the user\\'s banking website, and the issue can be duplicated
on another PC. The function to view the certificate shows it is valid and has yesterday\\'s date as the expiration. 

Which of the following should the technician do NEXT? 

A. Ignore the error and accept the certificate. 

B. Report the certificate error to the bank. 

C. Download an updated certificate. 

D. Stop and restart the certificate services. 

E. Reimage the desktop, as it contains malware. 

Correct Answer: D 

 

QUESTION 5

An employee is unable to view in-office network folders while working at home. Which of the following is the MOST likely
cause of the problem? 

A. Untrusted software 

B. Outdated antivirus 

C. MDM policies D. Inactive VPNs 

Correct Answer: D 
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