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QUESTION 1

A risk mitigation strategy determines the circumstances under which an action has to be taken to minimize and
overcome risks. Identify the risk mitigation strategy that focuses on minimizing the probability of risk and losses by
searching for vulnerabilities in the system and appropriate controls: 

A. Risk Assumption 

B. Research and acknowledgment 

C. Risk limitation 

D. Risk absorption 

Correct Answer: B 

 

QUESTION 2

The data on the affected system must be backed up so that it can be retrieved if it is damaged during incident response.
The system backup can also be used for further investigations of the incident. Identify the stage of the incident response
and handling process in which complete backup of the infected system is carried out? 

A. Containment 

B. Eradication 

C. Incident recording 

D. Incident investigation 

Correct Answer: A 

 

QUESTION 3

Digital evidence must: 

A. Be Authentic, complete and reliable 

B. Not prove the attackers actions 

C. Be Volatile 

D. Cast doubt on the authenticity and veracity of the evidence 

Correct Answer: A 

 

QUESTION 4

An information security incident is 
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A. Any real or suspected adverse event in relation to the security of computer systems or networks 

B. Any event that disrupts normal today\\'s business functions 

C. Any event that breaches the availability of information assets 

D. All of the above 

Correct Answer: D 

 

QUESTION 5

The main feature offered by PGP Desktop Email is: 

A. Email service during incidents 

B. End-to-end email communications 

C. End-to-end secure email service 

D. None of the above 

Correct Answer: C 
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