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QUESTION 1

CERT members can provide critical support services to first responders such as: 

A. Immediate assistance to victims 

B. Consolidated automated service process management platform 

C. Organizing spontaneous volunteers at a disaster site 

D. A + C 

Correct Answer: D 

 

QUESTION 2

Bit stream image copy of the digital evidence must be performed in order to: 

A. Prevent alteration to the original disk 

B. Copy the FAT table 

C. Copy all disk sectors including slack space 

D. All the above 

Correct Answer: C 

 

QUESTION 3

The correct order or sequence of the Computer Forensic processes is: 

A. Preparation, analysis, examination, collection, and reporting 

B. Preparation, collection, examination, analysis, and reporting 

C. Preparation, examination, collection, analysis, and reporting 

D. Preparation, analysis, collection, examination, and reporting 

Correct Answer: B 

 

QUESTION 4

A self-replicating malicious code that does not alter files but resides in active memory and duplicates itself, spreads
through the infected network automatically and takes advantage of file or information transport features on the system to
travel independently is called: 

A. Trojan 
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B. Worm 

C. Virus 

D. RootKit 

Correct Answer: B 

 

QUESTION 5

If the loss anticipated is greater than the agreed upon threshold; the organization will: 

A. Accept the risk 

B. Mitigate the risk 

C. Accept the risk but after management approval 

D. Do nothing 

Correct Answer: B 
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