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QUESTION 1

RAT has been setup in one of the machines connected to the network to steal the important Sensitive corporate docs
located on Desktop of the server, further investigation revealed the IP address of the server 20.20.10.26. Initiate a
remote connection using thief client and determine the number of files present in the folder. 

Hint: Thief folder is located at: Z:\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote
Access Trojans (RAT)\Thief of Attacker Machine-1. 

A. 2 

B. 4 

C. 3 D. 5 

Correct Answer: C 

 

QUESTION 2

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the
Internet access policy. For this purpose, he implemented a type of Internet access policy that forbids everything and
imposes strict restrictions on all company computers, whether it is system or network usage. 

Identify the type of Internet access policy implemented by Ashton in the above scenario. 

A. Paranoid policy 

B. Prudent policy 

C. Permissive policy 

D. Promiscuous policy 

Correct Answer: A 

 

QUESTION 3

A text file containing sensitive information about the organization has been leaked and modified to bring down the
reputation of the organization. As a safety measure, the organization did contain the MD5 hash of the original file. The
file which has been leaked is retained for examining the integrity. A file named "Sensitiveinfo.txt" along with
OriginalFileHash.txt has been stored in a folder named Hash in Documents of Attacker Machine-1. Compare the hash
value of the original file with the leaked file and state whether the file has been modified or not by selecting yes or no. 

A. No 

B. Yes 

Correct Answer: B 
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QUESTION 4

Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and restarts on a Linux
machine. To identify the incident cause, Nancy navigated to a directory on the Linux system and accessed a log file to
troubleshoot problems related to improper shutdowns and unplanned restarts. 

Identify the Linux log file accessed by Nancy in the above scenario. 

A. /var/log/secure 

B. /var/log/kern.log 

C. /var/log/boot.log 

D. /var/log/lighttpd/ 

Correct Answer: C 

 

QUESTION 5

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company\\'s remote
offices. For this purpose, Brandon employed a VPN topology where all the remote offices communicate with the
corporate office but communication between the remote offices is denied. 

Identify the VPN topology employed by Brandon in the above scenario. 

A. Point-to-Point VPN topology 

B. Star topology 

C. Hub-and-Spoke VPN topology 

D. Full-mesh VPN topology 

Correct Answer: C 
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