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QUESTION 1

Ryleigh, a system administrator, was instructed to perform a full back up of organizational data on a regular basis. For
this purpose, she used a backup technique on a fixed date when the employees are not accessing the system i.e., when
a service-level down time is allowed a full backup is taken.

Identify the backup technique utilized by Ryleigh in the above scenario.

A. Nearline backup

B. Cold backup

C. Hot backup

D. Warm backup

Correct Answer: B

QUESTION 2

A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the
rules set by the admin and select the protocol which has been used to apply the rule.

Hint: Firewall login credentials are given below:
Username: admin

Password: admin@123

A. POP3

B. TCP/UDP

C.FTP

D. ARP

Correct Answer: B

QUESTION 3

You are a penetration tester working to test the user awareness of the employees of the client xyz. You harvested two
employees\\' emails from some public sources and are creating a client-side backdoor to send it to the employees via
email. Which stage of the cyber kill chain are you at?

A. Reconnaissance

B. Command and control

C. Weaponization
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D. Exploitation

Correct Answer: C

QUESTION 4

In an organization, all the servers and database systems are guarded in a sealed room with a single entry point. The
entrance is protected with a physical lock system that requires typing a sequence of numbers and letters by using a
rotating dial that intermingles with several other rotating discs.

Which of the following types of physical locks is used by the organization in the above scenario?

A. Digital locks

B. Combination locks

C. Mechanical locks

D. Electromagnetic locks

Correct Answer: B

QUESTION 5

Miguel, a professional hacker, targeted an organization to gain illegitimate access to its critical information. He identified
a flaw in the end-point communication that can disclose the target application\\'s data.

Which of the following secure application design principles was not met by the application in the above scenario?
A. Secure the weakest link

B. Do not trust user input

C. Exception handling

D. Fault tolerance

Correct Answer: C
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