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QUESTION 1

Myles, a security professional at an organization, provided laptops for all the employees to carry out the business
processes from remote locations. While installing necessary applications required for the business, Myles has also
installed antivirus software on each laptop following the company\\'s policy to detect and protect the machines from
external malicious events over the Internet. 

Identify the PCI-DSS requirement followed by Myles in the above scenario. 

A. PCI-DSS requirement no 1.3.2 

B. PCI-DSS requirement no 1.3.5 

C. PCI-DSS requirement no 5.1 

D. PCI-DSS requirement no 1.3.1 

Correct Answer: C 

 

QUESTION 2

Riley sent a secret message to Louis. Before sending the message, Riley digitally signed the message using his private
key. Louis received the message, verified the digital signature using the corresponding key to ensure that the message
was not tampered during transit. 

Which of the following keys did Louis use to verify the digital signature in the above scenario? 

A. Riley\\'s public key 

B. Louis\\'s public key 

C. Riley\\'s private key 

D. Louis\\'s private key 

Correct Answer: A 

 

QUESTION 3

An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to
poison the machine and fetch the FTP credentials used by the admin. You\\'re given a task to validate the credentials
that were stolen using Cain and Abel and read the file flag.txt 

A. white@hat 

B. red@hat 

C. hat@red 

D. blue@hat 
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Correct Answer: C 

 

QUESTION 4

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting
the original files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and
prevents the contamination of the original media. 

Identify the method utilized by Ruben in the above scenario. 

A. Sparse acquisition 

B. Bit-stream imaging 

C. Drive decryption 

D. Logical acquisition 

Correct Answer: B 

 

QUESTION 5

Tristan, a professional penetration tester, was recruited by an organization to test its network infrastructure. The
organization wanted to understand its current security posture and its strength in defending against external threats. For
this purpose, the organization did not provide any information about their IT infrastructure to Tristan. Thus, Tristan
initiated zero-knowledge attacks, with no information or assistance from the organization. 

Which of the following types of penetration testing has Tristan initiated in the above scenario? 

A. Black-box testing 

B. White-box testing 

C. Gray-box testing 

D. Translucent-box testing 

Correct Answer: A 
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