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QUESTION 1

Stephen, a security professional at an organization, was instructed to implement security measures that prevent
corporate data leakage on employees\\' mobile devices. For this purpose, he employed a technique using which all
personal and corporate data are isolated on an employee\\'s mobile device. Using this technique, corporate applications
do not have any control of or communication with the private applications or data of the employees. 

Which of the following techniques has Stephen implemented in the above scenario? 

A. Full device encryption 

B. Geofencing 

C. Containerization 

D. OTA updates 

Correct Answer: C 

 

QUESTION 2

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows. 

A. 64 

B. 128 

C. 255 

D. 138 

Correct Answer: B 

 

QUESTION 3

Walker, a security team member at an organization, was instructed to check if a deployed cloud service is working as
expected. He performed an independent examination of cloud service controls to verify adherence to standards through
a review of objective evidence. Further, Walker evaluated the services provided by the CSP regarding security controls,
privacy impact, and performance. 

Identify the role played by Walker in the above scenario. 

A. Cloud auditor 

B. Cloud provider 

C. Cloud carrier 
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D. Cloud consumer 

Correct Answer: A 

 

QUESTION 4

Andre, a security professional, was tasked with segregating the employees\\' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that
can replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario? 

A. Tokenization 

B. Masking 

C. Hashing 

D. Bucketing 

Correct Answer: B 

 

QUESTION 5

Zion belongs to a category of employees who are responsible for implementing and managing the physical security
equipment installed around the facility. He was instructed by the management to check the functionality of equipment
related 

to physical security. 

Identify the designation of Zion. 

A. Supervisor 

B. Chief information security officer 

C. Guard 

D. Safety officer 

Correct Answer: C 
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