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QUESTION 1

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless
network encryption for their network. For this purpose, Matias employed a security solution that uses 256-bit
Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data.

Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario.

A. WPA2 encryption

B. WPA3 encryption

C. WEP encryption

D. WPA encryption

Correct Answer: B

QUESTION 2

Bob was recently hired by a medical company after it experienced a major cyber security breach. Many patients are
complaining that their personal medical records are fully exposed on the Internet and someone can find them with a
simple Google search. Bob\\'s boss is very worried because of regulations that protect those data. Which of the
following regulations is mostly violated?

A. HIPPA/PHI

B. PII

C. PCIDSS

D. ISO 2002

Correct Answer: A

QUESTION 3

Zion belongs to a category of employees who are responsible for implementing and managing the physical security
equipment installed around the facility. He was instructed by the management to check the functionality of equipment
related

to physical security.

Identify the designation of Zion.

A. Supervisor

B. Chief information security officer

C. Guard
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D. Safety officer

Correct Answer: C

QUESTION 4

A software company has implemented a wireless technology to track the employees\\' attendance by recording their in
and out timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an
employee enters the office premises, he/she is required to swipe the card at the entrance. The wireless technology uses
radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects.

Which of the following technologies has the software company implemented in the above scenario?

A. WIMAX

B. RFID

C. Bluetooth

D. Wi-Fi

Correct Answer: B

QUESTION 5

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows.

A. 64

B. 128

C. 255

D. 138

Correct Answer: B
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