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QUESTION 1

Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the
Purdue level 3.5 (IDMZ). Hayes verified all the possible attack vectors on the IDMZ level and deployed a security control
that fortifies the IDMZ against cyber-attacks. 

Identify the security control implemented by Hayes in the above scenario. 

A. Point-to-point communication 

B. MAC authentication 

C. Anti-DoS solution 

D. Use of authorized RTU and PLC commands 

Correct Answer: D 

 

QUESTION 2

A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the
rules set by the admin and select the protocol which has been used to apply the rule. 

Hint: Firewall login credentials are given below: 

Username: admin 

Password: admin@l23 

A. POP3 

B. TCP/UDP 

C. FTP 

D. ARP 

Correct Answer: B 

 

QUESTION 3

A software company is developing a new software product by following the best practices for secure application
development. Dawson, a software analyst, is checking the performance of the application on the client\\'s network to
determine whether end users are facing any issues in accessing the application. 

Which of the following tiers of a secure application development lifecycle involves checking the performance of the
application? 

A. Development 

B. Testing 
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C. Quality assurance (QA) 

D. Staging 

Correct Answer: B 

 

QUESTION 4

A threat intelligence feed data file has been acquired and stored in the Documents folder of Attacker Machine-1 (File
Name: Threatfeed.txt). You are a cybersecurity technician working for an ABC organization. Your organization has
assigned you a task to analyze the data and submit a report on the threat landscape. Select the IP address linked with
http://securityabc.s21sec.com. 

A. 5.9.200.200 

B. 5.9.200.150 

C. 5.9.110.120 

D. 5.9.188.148 

Correct Answer: D 

 

QUESTION 5

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company\\'s remote
offices. For this purpose, Brandon employed a VPN topology where all the remote offices communicate with the
corporate office but communication between the remote offices is denied. 

Identify the VPN topology employed by Brandon in the above scenario. 

A. Point-to-Point VPN topology 

B. Star topology 

C. Hub-and-Spoke VPN topology 

D. Full-mesh VPN topology 

Correct Answer: C 
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